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 Writing Exercise

 Tools and Activities

– IQF

–
–
–
–
–
–
–
–
–
–

CYBER ANALYSIS
TRAINING COURSE

Virtualization
Kali Linux
NMAP
Metasploit
Nikto
SQLMap
Burp Suite
OWASP ZAP
CAIN and Abel
OpenVAS
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DAY 4: AGENDA
4.1 Cyber Physical Systems
- Industrial Control Systems

4.1 CYBER PHYSICAL SYSTEMS

- Shodan
- Internet of Things

– Industrial Control Systems
– Shodan
– Internet of Things

4.2 Writing Exercise
4.3 Darknets, P2P, and Onion Routing
4.4 Wrap-Up
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INDUSTRIAL CONTROL SYSTEMS (ICS)

ICS - SCADA

 An Industrial Control System (ICS) is a term that describes
several types of control systems used in industrial protection,
such as:

 SCADA systems are commonly used in the following critical
infrastructure sectors:

– Supervisory Data and Acquisition Systems (SCADA)
– Distributed Control Systems (DCS)
– Programmable Logic Controllers (PLC)

– Public and private sector (buildings, airports, ships, space stations)
•
•
•
•
•
•

Water treatment and distribution plants
Wastewater treatment and collection plants
Oil and gas pipelines
Electrical power (transmission and distribution)
Wind farms
Communication systems
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INDUSTRIAL CONTROL SYSTEMS (ICS)
ICS

 ICS systems are commonly found in the CI sectors as well as
electrical, water, wastewater, oil, gas, and data industries.
 An ICS will receive data from remote stations, and (automated or
operator-driven) supervisory commands can be pushed to
remote station control devices (field devices).
 Field devices are responsible for controlling local operations,
such as:
– Opening and closing valves and breakers
– Collecting data from sensory systems
– Monitoring for alarm conditions

Human Machine
Interface (HMI)

Remote diagnostics/
maintenance

Corporate
Data
Network

Controller

Data
Historian

Actuator

Sensors

Internet

Actuators: composed of valves, switches, motors
Sensors: detect status of variables associated with the
industrial process (temperature, pressure, flow rates)
Controller: Manages the actuators based on sensor
readings and operator input
HMI: Allows operators to monitor the controlled
process and influence it
Data Historian: Logs all process control activity to
allow reporting at multiple levels
Remote Diagnostics: Maintenance that provide ICS
staff/vendors to access, diagnose, and correct
problems

Industrial
Process
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ICS – SCADA

ICS – PLC

 Supervisory Control and Data Acquisition (SCADA) systems
operate with coded signals that provide control of remote
equipment

 Programmable Logic Controllers (PLC) are digital computers that
automate industrial (electromechanical) processes, such as:
– Controlling machinery on assembly lines
– Sequential relay control
– Motion control
– Process control
– Networking
– Distributed Control Systems (DCS)
• PLCs are frequently used by the following industries:
– Power and mining industries
– Military
– Water and wastewater industries
• PLCs will be present anywhere a logical sequence of
processes must be followed by machines

 Control systems can be combined with data acquisition by
adding coded signals to acquire status information of remote
equipment for display/recording
 SCADA systems refer to centralized systems that monitor and
control entire sites, or complexes of systems over large areas.
 Most control actions are performed automatically by Remote
Terminal Units (RTUs) or by PLCs

9

10

ICS – PLC

ICS – HMI

 PLCs can have digital or analog I/Os, and can handle extreme
temperature ranges.

 Human–machine interface (HMI) is the user interface that
handles the human to machine interaction.
 It is the I/O device through which the human operator controls
the process.
 Types of user interfaces include:

– Resistant to vibration, impact, and electrical noise.

 Some modern PLCs are equivalent to desktop computers in the
ability to handle data, storage, processing power, and
communication
 Programs that control PLCs are usually stored in non-volatile
memory, or with a battery backup.
 A Human-machine Interface (HMI) is employed to help with
configuration, alarm reporting and every control interactions.
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Interactive aspects of an OS
Hand tools
Heavy machinery operator controls
Process controls
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SCADA DIAGRAM

 SCADA systems can be found in a variety of industries, including
but not limited to:
–
–
–
–
–

Manufacturing
Production
Power generation
Fabrication
Refining
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ICS – SCADA: THREAT VECTORS

ICS – SCADA: VENDORS

 Unauthorized access to the control software, whether it be
human access or changes induced intentionally or accidentally
by virus infections and other software threats residing on the
control host machine.

 Some examples of SCADA vendors:
– Siemens.
– Honeywell.
– Schneider Electric (Wonderware, Televent Citect)
– Survalent Technology Company (STC)
– Rockwell Automation
– Emerson Process Management

 Packet access to the network segments hosting SCADA devices.
– Control protocols usually lack any form of cryptographic security,
allowing an attacker to control a SCADA device remotely by sending
commands over a network.
– In many cases SCADA users have assumed that having a VPN
offered sufficient protection, unaware that security can be trivially
bypassed with physical access to SCADA-related network jacks and
switches.

 Industrial control vendors suggest approaching SCADA security
like Information Security with a defense in depth strategy that
leverages common IT practices
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SHODAN – DEVICE SEARCH ENGINE

HOW DOES SHODAN WORK?

 Shodan is a search engine that lets you find specific types of
devices(routers, servers, etc.) on the internet using a variety of
queries and filters. Some have also described it as a search
engine of service banners, which are meta-data the server sends
back to the client
 In May 2013, CNN Money released an article detailing how
SHODAN can be used to find dangerous systems on the
Internet, including traffic light controls and other control systems,
including ICS.
 In December 2013, the website SCADA Strangelove posted over
500 banner search terms to find connected SCADA devices via
SHODAN and/or Google

 How does this work
1. Crawl all IP addresses in the IPv4 space
2. Try to initiate connections with known ports
3. Record the responses/banners that are received
4. Append to any records that exist for that IP
 You can also create reports or find security exploits for specific
ports/services
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SHODAN – WHY IS THIS INTERESTING?

SHODAN

 Some banners can give information to the state of the device
 What type of device (make/model)
 Default passwords
 Misconfigured systems
 Unchanged administrator passwords
 No authentication!
 Combined with domain knowledge (or Google) we can find
useful things!

 We didn’t try to log into
any of these devices,
for obvious legal
reasons, but Shodan
knows where a lot of
them are:
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PEOPLE LIKE TVS.
ALSO, PEOPLE LIKE THE INTERNET!!
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HOTELS LIKE THE INTERNET!!!

Life IS good!

UNIVERSITIES LIKE THE INTERNET!!

NETWORK
 If you can check your network health, I can check your network
health
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CONTROLLING ENTERTAINMENT NETWORKS

COMPANIES LIKE THE INTERNET TOO!!!

INTERNET

BILLBOARDS ARE ON THE INTERNET!

THIS WOULD NEVER, EVER BE A BAD IDEA

LOCKS & LOCKERS
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MY TIMECARD IS OFF…

MORE EXAMPLES

60,000 gallon
tank
(close enough)

LET’S LOOK AT AN EXAMPLE OF A FILTER:

DEMO OF SHODAN

pdu country:"US" city:"Atlanta" net:216.247.251.0/24

1. Navigate to Shodan's website (http://www.shodan.io)
2. Search for the term "default password"
3. Inspect the results and see what information you may be able
to obtain
4. Select a result that contains a Cisco networking device
5. What kind of information is there regarding that device?
6. If there a privilege level specified what kind of access does
that grant you?
7. What steps would you need to take to ensure this kind of tool
cannot be used against a system you are creating?

 15 total PDUs
 We can make an educated guess as to what/where this is
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ICS & SCADA UNPROTECTED

WHAT DOES IT ALL MEAN?

 Industrial Control Systems (ICS) and Supervisory Control and
Data Acquisitions (SCADA) devices are also unprotected on the
Internet
 Several sites are devoted to this

 These systems were not built to be externally facing
 Most are not secure for anything other than local access
 Security through obscurity would prevent people from accessing
these devices previously
 So these shouldn’t be on the Internet, right?

TO REITERATE…
 I only accessed these sites through HTTP using a basic web
browser (Chrome)
 No login information was ever entered
 I only followed links once I got to the page
– AKA no directory traversal or spidering
 All devices were found directly through Shodan
 I did not test if default credentials worked (but some other
researchers did, and they usually work)
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SHODAN REPORTS
 September 10, 2014 Shodan Developer John Metherly releases
reporting functionality
 Keep track of search results over time
 Find trends in hardware or software

WHAT IS SCADA STRANGELOVE?

WHY WERE WE DOING THIS?

 ICS/SCADA security researchers
 They really love the movie Strangelove
 Periodic posts on ICS/SCADA insecurity
 Curated list of google/shodan dorks
 http://scadastrangelove.blogspot.com/

 Trending based on emergence of new devices
 Detect stagnation or regression
 Is Shodan helping ICS/SCADA security through visibility?

WHY CAN WE FIND THESE DEVICES?

SOME IMPLICATIONS

 Operators need “lazy” access to devices for monitoring or
operational purposes
 Security through obscurity seemed to work well enough
 No firewall rules in place to protect from external access
 Probably not an accident

 Prone to brute force password attacks
 Can no longer hide behind security through obscurity
 Manuals are easy to find, so are default usernames/passwords
 Indexed devices grow larger as more ports are scanned

Argonne National Laboratory
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INTERNET OF THINGS

WHAT HAS SHODAN TAUGHT US?

 More and more devices will be added
 Security is often disregarded
 Usernames/Passwords are not changed
 Even seemingly innocuous devices give insight into network or
yield pivot access

1.
2.
3.
4.
5.

SHODAN – DEVICE SEARCH ENGINE

THE INTERNET OF THINGS (IOT)

Discussion:

 The Internet of Things (IoT) refers to a whole class of day-to-day
objects –that are now being offered with built-in network
connectivity.

 What are the implications of a finding like this?
 How could you use this knowledge as an attacker?
– As a defender?
– In your current job?

 What physical and cyber consequences are possible with this
information?

Restrict public-facing servers and devices
Use a VPN or IP filters when you need external access
Always change password defaults
Suppress or minimize banners
Security through obscurity will not suffice

– Items that have recently joined the IoT include:
•
•
•
•
•

kettles, frying pans
light bulbs
home thermostats
drug infusion pumps
electricity meters, etc.

 This means you can hook these devices directly to the internet,
all on their own, rather than first plugging them into a computer
that is connected to the internet.
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PROS OF IOT

CONS OF THE IOT

 Connecting and controlling household devices will become
easier and more efficient.

 Can’t rely on vendors of these devices to ensure that they are
secure before hooking them up to the internet.

 Assuming suitable networking and connectivity standards, one
wouldn’t need a unique, proprietary control unit for each device.
 Specialized devices such as drug pumps and electricity meters
will be easier to update.
– This means it will be easier to keep up with changes in regulations,
best practices, tariffs, etc.
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– From baby monitor webcams with well-known default passwords to
drug pumps with no network passwords at all, computer security can
take second place in the IoT.

 Lack of security may lead to deploying IoT devices (webcams,
thermostats, etc.) without thinking about what information they
might be giving away about their private lives.
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INTERNET CONNECTED DEVICE TRENDING

 Accessing these devices
–
–
–
–

People need “lazy” access to devices
Security through obscurity seemed to work well enough
No firewall rules in place to protect from external access
Probably not on the Internet by accident

 More and more devices are added daily
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INTERNET CONNECTED DEVICE TRENDING

SECURING YOURSELF (VIA FOSCAM)
1.

Make sure your camera has the latest firmware installed

2.

Never use the default username and password for your camera

3.

Choose a username and password that are both 8-10 characters or longer

4.

Change your default port to a port in the 8100 or greater range

5.

Check the logs of your camera often
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WRITING EXERCISE – INTERNET OF THINGS
 Reviewing the material that was just covered on the various types of Cyber
Physical Systems, you will create a cyber threats take away to one of these
groups of systems.
 Try to focus on the following areas to analyze the larger picture related to the
cyber vulnerabilities of these systems:
– Audience
• Who are the stakeholders? Pick a particular product or type of system to
analyze and consider who would be concerned about protecting that
system
• Who is responsible for protecting the system and would need to know
about the cyber threat?
– Risk factors
• What type of vulnerabilities exist, and why are they present?
• What mitigations can be deployed?
– Consequences
• What can go wrong? Who will be affected, and how severe will those
impacts be?

4.2 WRITING EXERCISE
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DARKNETS

4.3 DARKNETS, P2P, AND ONION ROUTING

 A darknet is an "overlay" network:
– Can only be accessed with specific software, configurations,
or authorization,
– Often uses non-standard communications protocols and
ports.
– Two typical darknet types are
– friend-to-friend networks (usually used for file sharing with a
peer-to-peer connection)
– anonymity networks such as Tor via an anonymized series of
connections.
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ACTIVE DARKNETS
 Tor (The onion router) is an anonymity network that also features a
darknet - its "hidden services". It's the most popular instance of a
darknet.
 I2P (Invisible Internet Project) is another overlay network that features a
darknet whose sites are called "Eepsites".
 Freenet is a popular darknet (friend-to-friend) by default; since version
0.7 it can run as a "opennet" (peer nodes are discovered automatically).
 RetroShare can be run as a darknet (friend-to-friend) by default to
perform anonymous file transfers if DHT and Discovery features are
disabled.
 GNUnet is a darknet if the "F2F (network) topology" option is enabled.
 Syndie is software used to publish distributed forums over the
anonymous networks of I2P, Tor and Freenet.
 OneSwarm can be run as a darknet for friend-to-friend file-sharing.
 Tribler can be run as a darknet for file-sharing.

ONION ROUTING

ONION ROUTING

 Messages are encapsulated in layers of encryption, analogous to
layers of an onion.
 Encrypted data is transmitted through a series of network nodes
called onion routers, each of which "peels" away a single layer,
uncovering the data's next destination.
 When the final layer is decrypted, the message arrives at its
destination. The sender remains anonymous because each
intermediary knows only the location of the immediately
preceding and following nodes.

Argonne National Laboratory
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ONION CREATION AND TRANSMISSION

SIMPLIFIED EXAMPLE: DIGITAL MIXING

 Originator selects a set of nodes from a list provided by a
"directory node".
 Chosen nodes are arranged into a path, called a "chain" or
"circuit", through which the message will be transmitted.
 To preserve the anonymity of the sender, no node in the circuit is
able to tell whether the node before it is the originator or another
intermediary like itself.
 Likewise, no node in the circuit is able to tell how many other
nodes are in the circuit and only the final node, the "exit node", is
able to determine its own location in the chain.

 Digital mixing is comparable to sending a letter encased in four
envelopes pre-addressed and pre-stamped with a small
message reading, "please remove this envelope and repost".
 If the three successive recipients would indeed post the letter,
the letter would reach the intended recipient without there being
a paper trail between the initial sender and the intended
recipient.

ONION CREATION AND TRANSMISSION

HOW TOR WORKS

 Originator obtains a public key from the directory node to send an
encrypted message to the first ("entry") node, establishing a connection
and a shared secret ("session key").
 Using the established encrypted link to the entry node, the originator
can then relay a message through the first node to a second node in
the chain using encryption that only the second node, and not the first,
can decrypt.
 When the second node receives the message, it establishes a
connection with the first node. While this extends the encrypted link
from the originator, the second node cannot determine whether the first
node is the originator or just another node in the circuit.
 The originator can then send a message through the first and second
nodes to a third node, encrypted such that only the third node is able to
decrypt it.
 The third, as with the second, becomes linked to the originator but
connects only with the second. This process can be repeated to build
larger and larger chains, but is typically limited to preserve
performance.

HOW TOR WORKS
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HOW TOR WORKS
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TOR VULNERABILITIES: EXIT NODES
 Although the message being sent is transmitted inside several
layers of encryption, the job of the exit node, as the final node in
the chain, is to decrypt the final layer and deliver the message to
the recipient.
 A compromised exit node is thus able to acquire the raw data
being transmitted, potentially including passwords, private
messages, bank account numbers, and other forms of personal
information.
 Exit node vulnerabilities are similar to those on unsecured
wireless networks, where the data being transmitted by a user on
the network may be intercepted by another user or by the router
operator.
 Both issues are solved by using a secure end-to-end connection
like SSL or secure HTTP (HTTPS). If there is end-to-end
encryption between the sender and the recipient, then not even
the last intermediary can view the original message.

TOR VULNERABILITIES: TIMING ANALYSIS

I2P: GARLIC ROUTING

 Onion routing creates and obscures a path between two
computers such that there's no discernible connection directly
from a person to a website, but there still exist records of
connections between computers.
 Traffic analysis searches those records of connections made by
a potential originator and tries to match timing and data transfers
to connections made to a potential recipient.
 For example, a person may be seen to have transferred exactly
51 kilobytes of data to an unknown computer just three seconds
before a different unknown computer transferred exactly 51
kilobytes of data to a particular website.
 Factors that may facilitate traffic analysis include nodes failing or
leaving the network and a compromised node keeping track of a
session as it occurs when chains are periodically rebuilt.

 The Invisible Internet Project (I2P) is a overlay network and
darknet that allows applications to send messages to each other
pseudonymously and securely.
 Uses include anonymous Web surfing, chatting, blogging and file
transfers. The software that implements this layer is called an
I2P router and a computer running I2P is called an I2P node.
 I2P uses Garlic routing -- a variant of onion routing that encrypts
multiple messages together to make it more difficult for attackers
to perform traffic analysis.

PEER TO PEER: A PRIMER

PEER TO PEER: A PRIMER

 Peer-to-peer (P2P) computing or networking is a distributed
application architecture that partitions tasks or work loads
between peers. Peers are equally privileged, equipotent
participants in the application. They are said to form a peerto-peer network of nodes.

 In structured peer-to-peer networks the overlay is organized into
a specific topology, and the protocol ensures that any node can
efficiently search the network for a file/resource, even if the
resource is extremely rare.
 The most common type of structured P2P networks implement a
distributed hash table (DHT), in which a variant of consistent
hashing is used to assign ownership of each file to a particular
peer.
 This enables peers to search for resources on the network using
a hash table: that is, (key, value) pairs are stored in the DHT, and
any participating node can efficiently retrieve the value
associated with a given key.

Argonne National Laboratory
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DISTRIBUTED HASH TABLES

 Distributed Hash Tables:

FREENET: P2P FOR ANONYMITY

FREENET: P2P FOR ANONYMITY

 Freenet is a peer-to-peer platform for censorship-resistant
communication.
 It uses a decentralized distributed data store to keep and deliver
information, and has a suite of free software for publishing and
communicating on the Web without fear of censorship.
 It separates the underlying network structure and protocol from
how users interact with the network
 While Freenet provides an HTTP interface for browsing freesites,
it is not a proxy for the World Wide Web; Freenet can only be
used to access content that has been previously inserted into the
Freenet network.

 Unlike file sharing systems, there is no need for the uploader to remain
on the network after uploading a file or group of files.
 During the upload process, the files are broken into chunks and stored
on a variety of other computers on the network.
 When downloading, those chunks are found and reassembled.
 Every node on the Freenet network contributes storage space to hold
files, and bandwidth that it uses to route requests from its peers.
 Because of anonymity requirements, the node requesting content does
not normally connect directly to the node that has it;
– The request is routed across several intermediaries, none of which
know which node made the request or which one had it.
– As a result, the total bandwidth required by the network to transfer a
file is higher than in other systems, which can result in slower
transfers, especially for unpopular content.

FREENET: PROTOCOL

FREENET: PROTOCOL

 The Freenet protocol uses a key-based routing protocol, similar
to distributed hash tables.
 Every node has a location, which is a number between 0 and 1.
 When a key is requested, first the node checks the local data
store.
 If it's not found, the key's hash is turned into another number in
the same range, and the request is routed to the node whose
location is closest to the key.
 This goes on until some number of hops is exceeded, there are
no more nodes to search, or the data is found.
 If the data is found, it is cached on each node along the path. So
there is no one source node for a key, and attempting to find
where it is currently stored will result in it being cached more
widely.

Argonne National Laboratory

A typical request sequence. The request moves through the network
from node to node, backing out of a dead-end (step 3) and a loop (step
7) before locating the desired file.
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FREENET: PROTOCOL

DARKNET VS. DEEP WEB

 Freenet assumes that the Darknet (a subset of the global social
network) is a small-world network, and nodes constantly attempt
to swap locations (using the Metropolis–Hastings algorithm) in
order to minimize their distance to their neighbors.

 Your favorite CSI show may characterize what we've been
talking about as the "Deep Web." It is not.
 The Deep Web, also called the Deep Net, Invisible Web, or
Hidden Web, is the portion of content on the World Wide Web
that is not indexed by standard search engines.

 If the network actually is a small-world network, Freenet should
find data reasonably quickly; ideally on the order of hops.
However, it does not guarantee that data will be found at all.

THE DEEP WEB

CLEARNET

 In the year 2000, Michale Bergman said how searching on the
internet can be compared to dragging a net across the surface of
the ocean: a great deal may be caught in the net, but there is a
wealth of information that is deep and therefore missed.
 Most of the web's information is buried far down on sites, and
standard search engines do not find it.
 Traditional search engines cannot see or retrieve content in the
deep web.
 The portion of the web that is indexed by standard search
engines is known as the surface web.
 An analogy of an iceberg has been used to represent the
division between surface web and deep web respectively.

 Clearnet is a term typically referring to the unencrypted, or nondarknet, non-Tor internet. This traditional world wide web has
relatively low base anonymity, with most websites routinely
identifying users by their IP address.
 The term has been used synonymously with the non-traditional
search engine indexable surface web due to the historical
overlap when darknets were all a part of the deep web.

DAY 4 EVALUATIONS
 Please complete your Day 4 and Overall Evaluations and hand
in to any of the instructors upon completion

4.4 WRAP-UP
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