Introduction to Cyber Analysis Course

April 1‐4, 2019

DAY 1 RECAP

DAY 2 – APRIL 2, 2019

 Introduction & History of Computers and the Internet
– What is in a computer
– When the “internet” started

CYBER ANALYSIS
TRAINING COURSE

 Networking 101
–
–
–
–

TCP-IP Model
Ports
Internet Protocols
Three-Way Handshake
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DAY 2: AGENDA

ETHICS

2.1 Cyber Attack

 “Just because something is not illegal does not make it right.”

2.2 Protective Measures

 With this in mind:
– The following tools we are about to show you have major
implications if guidance isn’t followed. Please be mindful and stay
with the group when working with these tools.

2.3 Wrap-Up

 Unless otherwise specified, please do not try this at your home
or workplace!
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CYBER ATTACK
 Risk

 Breach

– General Risk Management Model

2.1 CYBER ATTACK

– Anatomy
– Impact
– Group Work

 Cyber-Based Risk
 Cybercrime

 OWASP Top Ten
 Types of Cyber Attacks

– Black/Gray/White Hat
– Skill sets
– Types of Attackers and Attacks
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– System
– Network
– Web
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RISK

COMMON VULNERABILITIES (PEOPLE)

The DHS Risk Lexicon and the NIPP define risk as:

 Lack of security understanding
 Misuse of access by authorized users

 The potential for an unwanted outcome resulting from an
incident, event, or occurrence, as determined by its likelihood
and the associated consequences.

– Authorization creep

 Concentration of responsibilities
– Separation of duties

 Reaction to incidents

Threat

RISK
Vulnerability

Consequence

– No response team
– No response procedures

 Lack of way to detect fraud
– Rotation of duties
– Technologies and processes

Risk = f(Threat, Vulnerability, Consequence)

7

THE GENERAL RISK MANAGEMENT MODEL
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STEP 1: ASSET IDENTIFICATION
 Identify
 Classify
 Prioritize

1. Asset Identification
2. Threat assessment
3. Impact determination and
quantification
4. Control design and evaluation
5. Residual Risk Management

Inventory
Buildings
Cash
Information and data
Hardware
Software
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STEP 2: THREAT ASSESSMENT
 Identify possible threats and possible vulnerabilities
 Identify likelihood of occurrence
–
–
–
–
–
–
–
–
–
–
–

Natural disasters
Man-made disasters
Terrorism
Errors
Malicious damage or attacks
Fraud
Theft
Unprotected facilities
Unprotected computer systems
Unprotected data
Insufficient procedures and controls
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Services
Documents
Personnel
Brand recognition
Organization reputation
Goodwill
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STEP 3: IMPACT DETERMINATION AND
QUANTIFICATION
 Tangible impact – results in financial loss






Direct loss of money
Endangerment of staff or customers
Loss of business opportunity
Reduction in operational efficiency or performance
Interruption of a business activity

 Intangible impact – Hard to quantitatively measure, assigning
financial value is difficult




Breach of legislation or regulatory requirements
Loss of reputation or goodwill (brand damage)
Breach of confidence
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STEP 4: CONTROL DESIGN AND EVALUATION
 Countermeasures (also called controls, safeguards) control
risk by reducing vulnerabilities to an acceptable level
 Can be actions, devices, or procedures


STEP 5: RESIDUAL RISK MANAGEMENT
 Risk can never be completely eliminated
 Residual risk - risk that remains after implementing controls

Preventative controls
•

•
•



April 1‐4, 2019

Administrative (Policies, Separation of Duties, Security
Awareness)
Physical (Swipe cards, Locks, Alarms)
Technical (Passwords, Encryption, Firewalls, Anti-virus)

Control physical access

Password protection

Detective controls
•
•
•

Administrative (Job Rotation, Incident Response, Audits)
Technical (IDS, Audit Logs, Forensics)
Physical (Motion Detectors, Camera)
Develop a Security Policy
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RISK ANALYTICAL QUESTIONS
ANALYSIS, MANAGEMENT, AND COMMUNICATION

ANALYTICAL QUESTIONS
 Thinking about risk only, what are some questions that need to
be answered within a risk assessment?
– Hint: 9 questions of risk!
• Analysis
• Management
• Communication

1.
2.
3.
4.
5.
6.
7.
8.
9.

What can happen?
How likely is it to happen?
What are the consequences if it does happen?
What can be done?
What options are available and what are their benefits, costs,
and risks?
What are the impacts of current management decisions on
future options?
What do they know now?
What should they know?
How should you tell it to them?
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CYBER-BASED RISK (CIA MODEL)

CYBERCRIME

 Cyber Risk: The risk connected to activity online, internet
trading, electronic systems and technological networks, as well
as storage of personal data

Cybercrime:

Confidentiality

Prevent the disclosure of sensitive
information to unauthorized people,
resources, and processes

Integrity

The protection of system information or
processes from intentional or accidental
modification

Availability

The assurance that systems and data are
accessible by authorized users when
needed
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 An illegal activity that leverages computer systems or
components

Computer Hacker:
 Someone who uses a computer system for other than its
intended purpose
 Does NOT always mean malicious intent

18
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WHITE V. GRAY V. BLACK HAT

SKILLS PYRAMID
Unskilled attacker
making the most of an
opportunity

What is the difference between each hat?
 White Hat: a person who breaks into a computer network in
order to test or evaluate its security systems.

Has applied
knowledge & skills

 Gray Hat: computer attacker or computer security expert whose
ethical standards fall somewhere between purely altruistic and
purely malicious.

Unskilled
attackers
Semiskilled
attackers

 Black Hat: a person who breaks into a computer network with
malicious or criminal intent.
Innovator &
game changer

Takes the
opportunity to work
with top tiers, but is
also needed by top
tiers to do the ‘offline
work’, for example,
cashing out

May be used by top tiers to
launch an attack, but also
feeds off the top tiers to learn
& attack.

Skilled
Hackers
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TYPES OF ATTACKERS

MOTIVATIONS OF ATTACKERS

Insider Attackers:

 Deliberate

 Already authorized to use the network
 Often underestimated and overlooked
 Disgruntled employees pose the greatest risk

 Inadvertent

– Political

– This would be accident or
unintentional attack.

• Destroying
• Disrupting
• Espionage

Outsider Attackers:

• Human Error

 Inaction

– Economic

– This is seen when an action
isn’t done as promised.

• Theft
• Fraud
• Blackmail

 Someone who does not have authority to use the network.

Red Team Attackers:

• When corruption isn’t
uncovered, an attacker may
decide to leak information on
their own.

– Socio-Cultural

 An outsider that has the authority to attack a network by the
organization for testing purposes.

• Philosophical
• Humanitarian

– This is done typically in coordination with a Blue Team who defends the
system.
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TYPES OF ATTACKS

DATA BREACHES
Let’s compare

Accidental:
– Denial of Service by continual inadvertent pinging of a server.

Opportunistic:
– New vulnerability discovered (zero day). Attacker scans the entire
internet looking for targets. Doesn’t care who is compromised.
– Phishing scams send email to millions of people. Anyone with
money is a viable target.

Targeted:
– Focus on single entity.
– Attacker will spend months of even years testing a large variety of
attack techniques until compromise is successful.
– High probability persistence eventually pays off (APT).
2014
http://breachlevelindex.com/img/Breach-Level-Index-Infographic-20141500.jpg
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First half of 2018
https://www.cbronline.com/news/global-data-breaches-2018
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ANATOMY OF A BREACH

Industry
 2014

 2018
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RECONNAISSANCE

INFILTRATION

 A target is chosen and researched for weaknesses.

 Successful attack creates an initial breach point.

 This phase of the cycle can vary in lengths of time.

 Examples of Infiltration include:

 Reconnaissance can take minutes to years dependent on the target.

 Examples of Reconnaissance are:
 Unauthorized discovery and mapping of systems, services, or
vulnerabilities.
 Ping sweep of target network
 Determine services and ports that are active
 Query ports and services for types and versioning of applications

–
–
–
–
–
–

Injection proxy
Spear phishing
Surreptitious entry
Sniffer
USB Key
Wireless infiltration
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PROPAGATION

CAPTURE

 Attacker gains access, moves to more systems.

 Sensitive data is identified, acquired, and amassed.

 Examples of Propagation:

 Examples of Capture include:

– Attacker may have access to an email of user but try to get the
administrator to click a follow on email link.
– Attacker may begin to sniff additional network locations with the
stolen credentials.
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– Trade Secret File copied
– Financial documents deleted
– PII stolen

30

5

Introduction to Cyber Analysis Course

April 1‐4, 2019

EXFILTRATION

REVIEW - ANATOMY OF BREACH

 Data is moved to the attacker’s external system.

 Reconnaissance

 Examples of exfiltration:

 Infiltration

– A target is chosen and researched for weaknesses.
– The data is copied over to the attacker’s personal system. The information
within the original database can seem untouched or can be deleted.

– Successful attack creates an initial breach point.

 Propagation
– Attacker gains access, moves to more systems.

 Capture
– Sensitive data is identified, acquired, and amassed.

 Exfiltration
– Data is moved to the attacker’s external system.
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IMPACT OF A BREACH

REAL WORLD EXAMPLE: FINANCIAL LOSS

 Financial Loss
 Brand Damage
 Intellectual Property Loss
 Identity Theft

Yahoo
Web services provider
 The Breach:
– From 2013-2014, “state-sponsored actors” compromised 500 million
users.

 The Impact:
– Yahoo, which at one time was $100 billion value, was sold to
Verizon for $4.48 billion.
– In 2017, Yahoo revised the estimate from 500 million to 3 billion
users affected.
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REAL WORLD EXAMPLE: BRAND DAMAGE

REAL WORLD EXAMPLE: INTELLECTUAL
PROPERTY LOSS

Marriott International

Booz Allen Hamilton

American multinational diversified hospitality company
 The Breach:
– In 2018, Marriott released that 500 million customers sensitive
records were breached.
– The records included: names, addresses, credit card numbers,
phone numbers, passport numbers, travel locations and dates.

 The Impact:
– Initial stock dropped from $121 to $113
– Marriott is likely to be slapped with a large fine from the General
Data Protection Regulations which went into effect in 2018.

35
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U.S. Government Contractor
 The Breach:
– In 2017, Booz Allen Hamilton was found to have left more than
60,000 sensitive DOD files on a publicly accessible Amazon Web
server.

 The Impact:
– The data was exposed for more than 3 months.
– The data (unclassified) included: passwords to gov’t systems,
credentials to senior engineers, vulnerability reports on gov’t code,
and gov’t contractors with clearances.

36
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REAL WORLD EXAMPLE: IDENTITY THEFT

ANALYTICAL RISK QUESTIONS

Equifax

 Remember back to those nine questions about risk:
– Which are applicable to a cyber threat?
– What additional questions might we want to ask either the damaged
party or ourselves to get the most useful information out there?

Consumer reporting agency
 The Breach:
– In 2017, Equifax revealed long term illegitimate access to its creditreport databases had led to the breach of personally identifiable
information of over 148 million people.

 The Impact:
– Equifax has suffered minimal consequences and continues to do
business.
– Federal level, a bill was signed that allowed for free “credit freeze”
and “thaws” at the three largest credit-reporting agencies. It also
states consumers can report credit fraud to one agency and it is
required to be shared.
37
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About the OWASP Top 10
GROUP WORK
 Partner up and think of a recent breach and outline what types of
breach it may have been:
–
–
–
–

Financial Loss
Brand Damage
Intellectual Property Loss
Identity Theft

First developed in 2003

 Also, what are some analytical questions that would need to be
answered for that particular case?

• Was probably 3rd or 4th OWASP project, after
• Developers Guide
• WebGoat
• Maybe WebScarab ??

– For example,
•
•
•
•

OWASP Top 10 is an Awareness Document

• Not a standard…

Was this a targeted attack?
How was it targeted?
Why was it targeted?
Are there similar cases that we can reference?

Released

 https://informationisbeautiful.net/visualizations/worlds-biggest-data-breacheshacks/

• 2003, 2004, 2007, 2010, 2013, 2017

39

OWASP Top Ten (2017 Edition)
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What Didn’t Change

It’s About Risks, Not Just Vulnerabilities
• Title is: “The Top 10 Most Critical Web Application
Security Risks”

OWASP Top 10 Risk Rating Methodology
• Based on the OWASP Risk Rating Methodology, used to
prioritize Top 10
41
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OWASP Top 10 Risk Rating
Methodology

What’s Changed?

Risks Added, Risks Merged, Risks Reordered

•
•
•
•
Threat
Agent

?

1
2
3

Attack
Vector

Weakness Prevalence

Easy

Widespread

Easy

Severe

Average

Common

Average

Moderate

Difficult

Uncommon

Difficult

Minor

1

2

2

1

*

1

Weakness Detectability

Technical Impact

Business Impact

Development Methodology For 2017

?

• Change has accelerated over the last four years, and the OWASP
Top 10 needed to change. We've completely refactored the
OWASP Top 10, revamped the methodology, utilized a new data
call process, worked with the community, re‐ordered our risks,
rewritten each risk from the ground up, and added references to
frameworks and languages that are now commonly used.

Injection Example
1.66

1.66 weighted risk rating

Reordered: 3
Added: 3
Merged: 2 merged into 1
Retired: 2

43

Mapping from 2013 to 2017
Top 10
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Summary: How do you
address these problems?

•

Develop Secure Code
– Follow the best practices in OWASP’s Guide to Building Secure Web Applications
• https://www.owasp.org/index.php/Guide
• And the cheat sheets: https://www.owasp.org/index.php/Cheat_Sheets

– Use OWASP’s Application Security Verification Standard as a guide to what an
application needs to be secure
• https://www.owasp.org/index.php/ASVS

– Use standard security components that are a fit for your organization
• Use OWASP’s ESAPI as a basis for your standard components
• https://www.owasp.org/index.php/ESAPI

•

Review Your Applications
– Have an expert team review your applications
– Review your applications yourselves following OWASP Guidelines
• OWASP Code Review Guide:
https://www.owasp.org/index.php/Code_Review_Guide
• OWASP Testing Guide:
https://www.owasp.org/index.php/Testing_Guide

CYBER ATTACKS IN DETAIL
Cyber Attack – Types
 System
– Malware
– Buffer Overflow

SYSTEM LEVEL ATTACKS
– Malware
– Buffer Overflow

 Network
– Denial of Service (DoS)
– IP Spoofing
– Man in the Middle (MitM)

 Web
– Structured Query Language (SQL) Injections (SQLi)
– Command Injection
– Cross-Site Scripting (XSS)

47
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MALWARE

MALWARE

Malware or malicious software, is code or software that is
specifically designed to damage, disrupt, steal, or in general
inflict some other “bad” or illegitimate action on data, hosts,
or networks.

 Two of the most common types of
malware are viruses and worms.

 Viruses, worms, and Trojans are all classified as malware.
 Varying ways of infecting systems and propagating themselves.
 Can infect systems by being bundled with other programs or
attached as macros to files.

 Can spread copies of themselves,
which might even be modified
copies.
 To be classified as a virus or worm,
malware must have the ability to propagate.
 A worm operates more or less independently of other files.
 A virus depends on a host program to spread itself.

49
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MALWARE: COMPUTER VIRUS

MALWARE: COMPUTER VIRUS (CON’T)

Computer Virus: A a type of

 When the host code is executed, the viral code is executed as
well.
 Normally, the host program keeps functioning after it is infected
by the virus.

malware that propagates by inserting
a copy of itself into and becoming part
of another program.

 It spreads from one computer to
another, leaving infections as it travels.
 Can cause mildly annoying effects or damage data or software
and causing denial-of-service (DoS) conditions.

– However, some viruses overwrite other programs with copies of
themselves, which destroys the host program altogether.

 Viruses can spread from one computer to another via network, a
disk, file sharing, or infected e-mail attachments.

 Almost all viruses are attached to an executable file, the virus
may exist on a system but will not be active or able to spread
until a user runs or opens the malicious host file or program.
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MALWARE: COMPUTER WORM
Computer Worms replicate
functional copies of themselves
and can cause the same type
of damage as viruses.
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MALWARE: TROJAN
A Trojan is a harmful piece of software
that, at first glance, looks legitimate.

 Users are typically tricked into loading
and executing it on their systems.

 Worms are standalone software and
do not require a host program or
human help to propagate.
 To spread, worms either exploit a
vulnerability on the target system or
use some kind of social engineering to trick users into executing them.
 A worm enters a computer through a vulnerability in the system and takes
advantage of file-transport or information-transport features on the system,
allowing it to travel unaided.
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 After it is activated, it can achieve any
number of attacks on the host, such as:
– irritating the user (popping up windows
or changing desktops)
– damaging the host (deleting files, stealing data, or
activating and spreading other malware, such as viruses).

54
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MALWARE: TROJAN (CON’T)

MALWARE: “BOTS”

 Trojans are also known to create back doors to give malicious
users access to the system.

 "Bot" is derived from the word "robot" and is an automated process that
interacts with other network services.
 Bots automate tasks and provide information or services that would
otherwise be conducted by a human being.
 Bots can gather information (such as web crawlers), or interact
automatically with instant messaging (IM), Internet Relay Chat (IRC), or
other web interfaces.
 They may also be used to interact dynamically with websites.

– Unlike viruses and worms, Trojans do not reproduce by infecting
other files nor do they self-replicate.
– Trojans must spread through user interaction such as opening an email attachment or downloading and running a file from the Internet

55
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MALWARE: “BOTS” (CONT’D)

MALWARE: “BOTS” (CONT’D)

 Bots can be used for either good or malicious intent.

 Bots are versatile in their
infection vector, and are
often modified within hours
of publication of a new exploit.

 A malicious bot is self-propagating malware designed to infect a host
and connect back to a central server(s) that act as a command and
control (C&C) center for an entire network of compromised devices, or
"botnet."
 With a botnet, attackers can launch broad-based, "remote-control,"
flood-type attacks against their target(s).
 Bots can:
–
–
–
–
–
–

 They have been known to exploit
back doors opened by worms and viruses, which allows them to
access networks that have good perimeter control.
 Bots rarely announce their presence with high scan rates, which
damage network infrastructure

Log keystrokes
Gather passwords
Capture and analyze packets
Gather financial information
Launch DoS attacks, relay spam
Open back doors on the infected host.

– Instead they infect networks in a way that escapes immediate
notice.

57

BOT EXAMPLE - MIRAI
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COMMON VULNERABILITIES
 Malware can be installed by
exploiting known vulnerabilities in:
–
–
–
–

An operating system (OS),
A network device,
Common office applications, or
Other software, such as a hole in a
browser that only requires users to
visit a website to infect their computers.

 The vast majority, however, are installed by some action from a
user, such as clicking an e-mail attachment or downloading a file
from the Internet.
Source: Level 3 Communications
59
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POTENTIAL INDICATORS
 A Web server crashes
 Slow access to hosts on the Internet
 Exhaustion of system resources
 Slow disk access
 Slow system boots
 Antivirus software detects that a host is infected with a worm and generates
an alert
 A system administrator sees a filename with unusual characters
 A host records an auditing configuration change in its log
 Whenever a user tries to run a Web browser, the user’s laptop reboots itself
 Administrator sees a large number of bounced e-mails with suspicious
content

61
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POTENTIAL INDICATORS (CON’T)
 Security controls (antivirus software and personal firewalls) are
disabled on many hosts
 Suspicious e-mails/attachments from unknown or known senders
 Suspicious web browser pop-up windows
 Files with file extensions that are likely to be associated with
malware (e.g., .bat, .com, .exe, .pif, .vbs)
 Emails from unknown senders with links or attachments
 Anti-virus software alerting the user of malicious software on
their computer
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PREVENTATIVE/PROTECTIVE MEASURES

PREVENTATIVE/PROTECTIVE MEASURES
(CONT’D)

 Ensure that your OS is up to date.

 Restrict/forbid the use of unnecessary software

– Regularly apply patches

 Require the scanning of media from outside of the organization
for malware before they can be used

 Install/enable a firewall
 Have antivirus software installed on
your system
– Download updates frequently

 Ensure that your antivirus program can scan e-mail and files as
they are downloaded from the Internet.

 Require that e-mail file attachments, including compressed files
(e.g., .zip files), be saved to local -drives or media and scanned
before they are opened
 Do not preview files unless they have been virus scanned
– Do not enable macros unless a file has been scanned and must be modified

 Do not click on hyperlinks in emails from unknown senders,
– use caution when clicking on links from people you may know
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PREVENTATIVE/PROTECTIVE MEASURES
(CONT’D)

PREVENTATIVE/PROTECTIVE MEASURES
(CONT’D)

 Restrict the use of administrator-level
privileges

 Never reply to e-mail requests for financial or personal
information.

 Restrict the use of mobile devices
on trusted networks
 Do not provide passwords, PINs, or
other access codes in response to e-mails
or unsolicited popup windows.
 Do not open suspicious e-mail file attachments, even if they
come from known senders.

– Contact the organization at its legitimate address, not via information
provided in the e-mail.

 Disable or removing unneeded services
 Remove or change default usernames and passwords for OSs
and applications
 Require authentication before allowing access to a network
service

– If an unexpected attachment is received, contact the sender
(preferably by a method other than e-mail, such as phone) to confirm
that the attachment is legitimate.
65
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POTENTIAL CONSEQUENCES

POTENTIAL CONSEQUENCES (CONT’D)

 Rapid detection is particularly important for malware incidents
because they are more likely to affect many users and systems
within a short time, and faster detection can help reduce the
number of infected systems.

 Some infections of malware may require a rebuild of infected
machines, which can include:

 Malware could cause:

 Some types of spyware are extremely difficult to remove from
hosts.

–
–
–
–
–
–
–
–

Slow processing
Slow connectivity
System crashes
Distracting pop-ups
Data/information breaches
PII breaches
Financial loss
Joining Botnets

– Reinstallation and securing of the OS and applications
– Restoration of data from known good backups.

– Even if they can be removed, each host’s OS may be damaged,
possibly to the point where the hosts cannot boot.

 Certain types of malware could wipe out the hard drives of a
large percentage of the organization’s workstations.
– Consequent recovery actions would need to be implemented
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MALWARE REVIEW

REAL-WORLD MALWARE EXAMPLES

 The table below compares viruses, worms and Trojan horses,
and attacker tools on the basis of key characteristics.

 Real
 Flame
 Flashback Trojan
 Trojan.Win32.Generic
 Artemis Trojan
 Scrinject.b
 Blackshades
 PoSeidon
 ZeuS
 BlackPoS
 Mirai

 Because blended attacks may combine features of any
combination of the other malware categories, their specific
characteristics cannot be defined using these categories.
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REAL WORLD EXAMPLES: ZEUS

RANSOMWARE

 ZeuS: A Trojan horse malware package that runs on versions of Microsoft
Windows.

 Ransomware is a type of malware that prevents or limits users
from accessing their system.
 Forces its victims to pay the ransom through certain online
payment methods in order to grant access to their systems, or to
get their data back.
 Some ransomware encrypts files (called Cryptolocker).
 Other ransomware use TOR to hide C&C communications
(called CTB Locker).

– It can be used to carry out many malicious and criminal tasks, it is
often used to steal banking information by man-in-the-browser
keystroke logging and form grabbing.
– It is also used to install the CryptoLocker ransomware.
– Zeus is spread mainly through drive-by downloads and phishing
schemes.
– Zeus malware has become the largest botnet on the Internet: some
3.6 million PCs are said to be infected in the U.S. alone
– To prevent infection, do not to click on hostile or suspicious links in
emails or Web sites, and to keep antivirus protection up-to-date.
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RANSOMWARE (CONT’D)

RANSOMWARE (CONT’D)

 Can be downloaded by unwitting users by visiting malicious or
compromised websites.
 It can also arrive as a payload, either dropped or downloaded by
other malware.
 Some ransomware are delivered as attachments to spammed
email.

 Once executed in the system, a ransomware can either:
 Lock the computer screen
– Shows a full-screen image or notification, which prevents
victims from using their system. This also shows the
instructions on how users can pay for the ransom.
 Encrypt predetermined files with a password.
– The second type of ransomware locks files like documents,
spreadsheets and other important files.
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RANSOMWARE (CONT’D)

RANSOMWARE (CONT’D)

 Considered as "scareware"
– Forces users to pay a fee (or ransom) by scaring or
intimidation
 Paying for the ransom doesn’t guarantee that users can
eventually access the infected system.
 First seen in 2006 (TROJ_CRYZIP.A)

 Ransomware can also infect the MBR of a vulnerable system.
 By targeting the MBR, this variant prevents the operating system
from loading.
 The malware copies the original MBR and overwrites it with its
own malicious code.
 After doing this routine, it automatically restarts the system for
the infection to take effect.
 When the system restarts, the ransomware displays its
notification.
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CRYPTOLOCKER

CRYPTOLOCKER

 Encrypts files, aside from locking the
system.

 The malware uses an AES key to encrypt
files. The AES key for decryption is written
in the files encrypted by the malware.
However, this key is encrypted with an
RSA public key embedded in the malware,

 Ensures that users will still pay up even if
the malware itself was deleted.
 Although the ransom note in CryptoLocker
only specifies “RSA-2048” as the
encryption used, analysis shows that the
malware uses AES + RSA encryption.

 This means that a private key is needed to
decrypt it.
 Further research revealed that a spam
campaign was behind the CryptoLocker
infections.

 RSA is asymmetric key cryptography,
which means it uses two keys. One key is
used to encrypt the data and another is
used to decrypt the data. (One key is
made available to any outside party and is
called the public key; the other is kept by
the user and is called the private key.)

 contained malicious attachments
belonging to TROJ_UPATRE, a malware
family characterized by its having small file
size and a simple downloading function.
 It downloads a ZBOT variant which then
downloads the CryptoLocker malware.

 AES uses symmetric keys (i.e., the same
key is used to encrypt and decrypt
information.)
77
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HOW TO PROTECT AGAINST RANSOMWARE

HOW TO PROTECT AGAINST RANSOMWARE

 Don’t enable macros
 A lot of ransomware is distributed in office docs
 New macro controls in Office 2016
 Microsoft Office viewers
 Allows you to see the doc without macros
 Principle of least privilege
 Segment the network

 Backup your files regularly
 3-2-1 rule
– 3 backup copies on
– 2 different media,
– 1 of which is stored in a separate location
 Verify email sources
 (display name vs. email address)
 Bookmark websites (prevents typosquatting)
 Update security software

79

BUFFER OVERFLOW
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BUFFER OVERFLOW (CON’T)

Definition:
 A buffer is a sequential section of memory allocated to contain
anything from a character string to an array of integers. Writing
outside the bounds of a block of allocated memory can corrupt
data, crash the program, or cause the execution of malicious
code.
 A buffer overflow condition exists when a program attempts to
put more data in a buffer than it can hold, or when a program
attempts to put data in a memory area past a buffer program’s
endpoint.

 The overall goal of a buffer overflow attack is to subvert the
function of a privileged program so that the attacker can take
control of that program, and if the program is sufficiently
privileged, thence control the host. Typically the attacker is
attacking a root program, and immediately executes code similar
to “exec(sh)” to get a root shell, but not always.
 Buffer overflow attacks form a substantial portion of all security
attacks simply because buffer overflow vulnerabilities are
common and easy to exploit.

 These errors are characterized by the overwriting of memory
fragments of the process, which should have never been
modified intentionally or unintentionally.
81
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COMMON VULNERABILITIES

COMMON VULNERABILITIES (CONT’D)

 Use of functions such as printf, snprintf directly, or indirectly
through system services (such as syslog) or other
 Use of such functions allows input from the user to contain
control information interpreted by the function itself
 If the program is written in a language (or depends upon a
program that is written in a language) that allows buffer
overflows to be created
 If the program copies data from one buffer on the stack to
another without checking sizes first

 If the program does not use techniques such as canary values to
prevent buffer overflows
 Buffer overflow attacks take advantage of:

83
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– Software bugs/weaknesses due to:
• poor design
• inadequate testing
• inferior code practices
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POTENTIAL INDICATORS

PREVENTATIVE/PROTECTIVE MEASURES

 Program returns an access violation error
 Program fails and returns an error message
 Segmentation faults

 Code auditing (automated or manual)
 Developer training – bounds checking, use of unsafe functions,
and group standards
 Non-executable stacks – many operating systems have at least
some support for this
 Compiler tools – StackShield, StackGuard, and Libsafe, among
others
 Safe functions – use strncat instead of strcat, strncpy instead of
strcpy, etc.

85

PREVENTATIVE/PROTECTIVE MEASURES
(CON’T)
 Periodically scan your application with one or more of the
commonly available scanners that look for buffer overflow flaws
 Patches – Be sure to keep your web and application servers fully
patched, and be aware of bug reports relating to applications
upon which your code is dependent.
 Keep up with the latest bug reports for your web and application
server products and other products in your Internet
infrastructure.
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POTENTIAL CONSEQUENCES
 Availability: Buffer overflows generally lead to crashes. Other
attacks leading to lack of availability are possible, including
putting the program into an infinite loop.
 Access control (instruction processing): Buffer overflows often
can be used to execute arbitrary code, which is usually outside
the scope of a program’s implicit security policy.
 Other: When the consequence is arbitrary code execution, this
can often be used to subvert any other security service.
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DOS/DDOS
 Denial of Service (DoS) Attack

NETWORK ATTACKS
– Denial of Service (DoS)
– IP Spoofing
– Man in the Middle (MitM)

– An attacker on a single computer on one internet connection floods
a server with packets (TCP/UDP) in order to overload its bandwidth
and other resources.
– Server becomes inaccessible to others and its services go down

 Distributed Denial of Service (DDoS) Attack
– An attacker on many computers using many connections floods a
server with hundreds to thousands of packets

 Both attacks result in making an online service unavailable by
overwhelming it with traffic and utilizing a critical amount of
system resources

90
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DOS V. DDOS ATTACK

DOS V. DDOS ATTACK

DoS utilizes a single or very few machines.

DDoS utilizes lots of machines (typically a bot).

91
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DDOS ATTACKS – UTILIZING BOTNETS

DDOS ATTACKS – UTILIZING BOTNETS

 Attackers build networks
of infected computers,
known as 'botnets', by
spreading malicious
software through emails,
websites and social
media.
 Once infected, these
machines can be
controlled remotely,
without their owners'
knowledge, and used like
an army to launch an
attack against any target.

Four common categories of attacks:
1.

TCP Connection Attacks - Occupying connections
 Use up all the available connections to infrastructure devices such as
load-balancers, firewalls and application servers.

2.

Volumetric Attacks - Using up bandwidth
 Consume the bandwidth either within the target network/service, or
between the target network/service and the rest of the Internet. These
attacks are simply about causing congestion.

3.

Fragmentation Attacks - Pieces of packets
 Send a flood of TCP or UDP fragments to a victim, overwhelming the
victim's ability to re-assemble the streams and severely reducing
performance.

4.

Application Attacks - Targeting applications
 Overwhelm a specific aspect of an application or service.
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POTENTIAL INDICATORS

 Lack of/no firewall
 Lack of/no intrusion prevention system
 Poor configuration on switches
 Poor configurations on servers (e.g. timeout length)

 Unusually slow network performance (opening files or accessing
web sites)
 Unavailability of a particular web site
 Inability to access any web site
 Dramatic increase in the number of spam emails received (“email bomb”)
 Disconnection of a wireless or wired internet connection
 Long term denial of access to the web or any internet services
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PREVENTATIVE/PROTECTIVE MEASURES

POTENTIAL CONSEQUENCES

 Firewalls

 DoS/DDoS can be used as smoke screens.

– could have a simple rule added to deny all incoming traffic from the
attackers, based on protocols, ports or the originating IP addresses.
– This may not be enough if the attack is application specific and the
victim needs to use that service

 Switches
– Can be rate-limiting, have an Access Control List, utilize delayed
binding to prevent SYN floods, and Bogon Filtering to detect IP
spoofing.

– This means that whilst incident response personnel try to mitigate
that situation; the attacker is infiltrating another area of the network
now that someone most likely isn’t observing.

 Additional consequences directly related:
– Service downtime
– Loss of profit
– Loss of clientele

 Blackholing and sinkholing
– A user’s ISP intercepts traffic, analyzes it and rejects bad packets
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ACTIVITY - LOIC

IP SPOOFING

1.
2.
3.
4.

 The internet is designed to be trusting. Though identification and
attribution are generally done using IP address, there’s nothing
that enforces you to identify yourself honestly.
 IP Spoofing to get through firewall whitelisting:

5.
6.

7.
8.

Open the LOIC application that can be found on the desktop.
In the IP space, type: ______________________________.
Click Lock On.
In the TCP/UDP field, type something in that you will
remember is you.
Verify that the port is 80 and that the method is TCP.
Some of the group will be asked to make their speed fast,
some will be asked to make it slow and others will be asked to
make it medium.
When told, click “Imma Chargin Mah Lazer”
Watch to see how much time before the service is taken
down.
99
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WHAT IS IP SPOOFING?

IP SPOOFING

 It is a hijacking technique in which an attacker masquerades as a
trusted host to conceal their identity, spoof a Web site, hijack
browsers, or gain access to a network.
 In some scenarios an attacker might want to inspect the
response from the target victim (non-blind spoofing), whereas in
other cases the attacker might not care (blind spoofing).
 An attacker generally wants to connect to a host to gather
information about open ports, operating systems, or applications
on the host. The replies from the victim host can help the
attacker in gathering information about the system.

 IP Spoofing to get through firewall whitelisting:
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IP SPOOFING

 IP Spoofing for traffic interception:

Useful data collection reduced if traffic is encrypted

Attacker is positioned between two target hosts:
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Typically accomplished through router manipulation
Traffic redirected to attacker, then forwarded on

104

COMMON VULNERABILITIES

POTENTIAL INDICATORS

 Misconfigured firewalls
 Incorrect whitelists
 Lack of security in TCP protocol

 Although, not always easy or manageable
– Match the MAC address with the DHCP-assigned IP address
– This will drop a packet if the MAC address doesn’t match the IP
address.



Routers
–
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Works if the attacked is spoofing using an IP outside the network
which is rare.
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PROTECTIVE/PREVENTATIVE MEASURES

POTENTIAL CONSEQUENCES

 Use authentication based on key exchange between the
machines on your network
 Use an access control list to deny private IP address on your
downstream interface
 Implement filtering on both inbound and outbound traffic
 Configure your routers and switches to reject packets originating
from outside your local network that claim to originate within
 Enable encryption sessions on your router so that trusted host
that are outside your network can securely communication with
your local hosts

 Denial of Service (loss of service)
 Sniffed Information
 Impersonation
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MAN-IN-THE-MIDDLE (MITM) ATTACK

MITM EXAMPLE

 An attack that leverages network position to intercept messages
 Messages are sniffed and possibly tampered with
 If encryption occurs after attacker joins, the whole connection
could be compromised

 We will use friends {Alice, Bob} and MITM Mallory
1.
2.
3.
4.

109

Alice transmits to Bob requesting to start and encrypted
connection
Mallory sees this [unencrypted] request and listens for the key
exchange
Mallory intercepts both parts of the key exchange and can
decrypt Alice and Bob’s encrypted conversation
Alice and Bob do not detect this since the traffic is not modified

110
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POTENTIAL INDICATORS

 When designing encrypted systems it is important to note the
places that traffic is encrypted/decrypted
 Ensure that no encryption keys are being transmitted in the clear
(unencrypted) unless needed
 Scrutinize the security of your connection in a public setting with
free wireless

 Unusually long time to process cryptographic function responses
 Invalid certificate errors
 Frequent retransmission of messages
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PROTECTIVE/PREVENTATIVE MEASURES

POTENTIAL CONSEQUENCES

 Using a key exchange that utilizes a private channel for
transmission of part of the key (usually private key exchange)
PKI over TLS
 DNSSEC

 You can lose the benefits of an encrypted connection
 Unencrypted traffic can be intercepted and viewed
 If placed at the correct location an entire server’s encryption
connection can be decrypted and read by an attacker

– A set of extensions that were made to secure certain kinds of
information, like DNS

 Latency Examination
– If a hash function take a much longer time to return than normal it
may indicate a third party
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ANATOMY OF A MODERN WEB APPLICATION

WEB APPLICATION ATTACKS
– SQL Injection
– Command injection
– Cross Site Scripting

 Before we can talk about web attacks, we should talk about the
pieces that make up a modern web application:
• HTML
• Cascading Style Sheets (CSS)
• Server Side Scripting Language (PHP, ASP, Python, Java, etc)
• Database (MySQL, MariaDB, MSSQL, etc)
• Client Side Scripting Language (Javascript)
• Serialized Data (XML or JSON)
• Cookies
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CASCADING STYLE SHEETS (CSS)

SERVER SIDE SCRIPTING

 Cascading style sheets allow web developers to separate layout from
content. HTML is essentially about content structure, where CSS is
about content layout
/* basic elements */

 When you type in a URL, lots of code is at work to bring a page to your screen.
What connects your site’s database to the browser, creating a smooth, userfriendly experience? That’s the software built by server-side scripts, languages
that build your site behind the scenes.

html {
margin: 0;
padding: 0;
}
body {
font: 75% georgia, sans-serif;
line-height: 1.88889;
color: #555753;
background: #fff
url(http://csszengarden.com/001/blossoms.jpg) no-repeat bottom
right;
margin: 0;
padding: 0;
}
p{
margin-top: 0;
text-align: justify;
}
h3 {
font: italic normal 1.4em georgia, sans-serif;
letter-spacing: 1px;
margin-bottom: 0;
color: #7D775C;
}

DATABASE: STRUCTURED QUERY LANGUAGE
 Structured Query Language (SQL) is a database query language
used by many modern databases:
• Oracle,
• MS (Microsoft SQL),
• MySQL,
• Postgres,
• Etc.

 The final rendered HTML page is usually a combination of output from server
side scripting languages and database calls.

APPLICATIONS: STRUCTURED QUERY
LANGUAGE
 MySQL on linux usually runs as a service that binds to a port
(3306) or to a local socket file.
 SQL queries look like:

• Though all of these databases have slightly different quirks and
syntaxes, they all essentially follow the basic constructs of SQL
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CLIENT SIDE SCRIPTING (JAVASCRIPT)

CLIENT SIDE SCRIPTING (JAVASCRIPT)

 All websites run on three components: the server, the database,
and the client. The client is simply the browser a person is using
to view a site, and it’s where client-side technology is unpacked
and processed. The server is at a remote location anywhere in
the world.

 JavaScript: JavaScript is client-side scripting. The most widely
used client-side script—nearly every site’s front end is a
combination of JavaScript and HTML and CSS. JavaScript is
fueled by an array of excellent frameworks that simplify it and
give it more agility.
 JavaScript Frameworks:
– AngularJS: An incredibly robust JavaScript framework for data-heavy sites
– JQuery, jQuery Mobile: A fast, small, JS object library that streamlines how
JavaScript behaves across different browsers
– Node.js: A server-side platform that uses JavaScript, and is changing the
way real-time applications can communicate with the server for faster
response times and a more seamless user experience. It works with another
JavaScript framework, Express.js, to build server-side Web applications.
– Bootstrap: A mobile-first framework that uses HTML, CSS, and JavaScript
to facilitate rapid responsive app development

SERIALIZED DATA (XML AND JSON)

HTTP IS STATELESS

 Extensible Markup Language (XML) and Javascript Object
Notation (JSON) are two formats that are frequently used for
serialized data in dynamic web applications.
 In computer science, serialization is a process to transforming
data structures and objects in a format suitable to be stored in a
file or memory buffer or transmitted over a network connection.

 In computing, a stateless protocol is a communications protocol
that treats each request as an independent transaction that is
unrelated to any previous request so that the communication
consists of independent pairs of request and response.

 JSON:
{"employees":[
{ "firstName":"John", "lastName":"Doe" },
{ "firstName":"Anna", "lastName":"Smith" },
{ "firstName":"Peter", "lastName":"Jones" }
]}

XML:
<employees>
<employee>
<firstName>John</firstName> <lastName>Doe</lastName>
</employee>
<employee>
<firstName>Anna</firstName> <lastName>Smith</lastName>
</employee>
<employee>
<firstName>Peter</firstName> <lastName>Jones</lastName>
</employee>
</employees>

HTTP IS STATELESS
Server Attention Span:

 HTTP is an example of a stateless protocol layered on top of
TCP, a stateful protocol, which is layered on top of IP, another
stateless protocol, which is routed on a network that employs
BGP, another stateful protocol, to direct the IP packets riding on
the network.

COOKIES ADD STATE
 A cookie is a small text file that is stored by a browser on the
user’s machine. Cookies are plain text; they contain no
executable code. A web page or server instructs a browser to
store this information and then send it back with each
subsequent request based on a set of rules.
 Web servers can then use this information to identify individual
users. Most sites requiring a login will typically set a cookie once
your credentials have been verified, and you are then free to
navigate to all parts of the site so long as that cookie is present
and validated
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NOW WE SEE THE WHOLE WEB APPLICATION

SERVER SIDE LANGUAGE VULNERABILITIES

 Put all these pieces together and we have a dynamic web
application that uses all parts of our network stack and most of
the protocols we have talked about.
 It has many moving parts, which means many things to attack!

 Command injection is an attack in which the goal is execution of
arbitrary commands on the host operating system via a
vulnerable application.
 Command injection attacks are possible when an application
passes unsafe user supplied data (forms, cookies, HTTP
headers etc.) to a system shell.

128

COMMAND INJECTION

COMMAND INJECTION

 Poorly implemented system call:

 If instead of just a hostname, I enter something like:
– Google.com; cat /etc/passwd

 The site asks for a hostname, presumably to run the dig
command, but with input that is not sanitized, you can do a great
deal.
129
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POTENTIAL INDICATORS

 Web pages that run system utilities
 Lack of input sanitization
 Default configurations
 Web services running as administrative users.

 If you see any output from a website that is from a system
command:
– For example: LS
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PREVENTATIVE/PROTECTIVE MEASURES

POTENTIAL CONSEQUENCES

 Check user input!

 Data exfiltration
 Credential compromised
 Data tampering
 Data destruction
 Compromised services

– There are many libraries to do this in almost every language.

 Don’t run web servers or applications as privileged users!
 Apply best practices such as privilege separation and principle of
least privilege!
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DATABASE VULNERABILITIES

134

SQLI EXAMPLE

 First Order Structured Query Language (SQL) Injections are
attempts to insert or obtain data from databases, uncover
underlying database technologies, or bypass security logic by
modifying existing SQL queries. (very common)
 Second Order SQLi store commands in a database to be
leveraged on a second attack (much less common)
 This is often performed through web interfaces
 The originally benign request for username/password is
overwritten by a tautology (always true)
 This will grant an attacker access to data within the database
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POTENTIAL INDICATORS (SQLI)

 Client side only validation

 Executable code stored within a database
 Exorbitantly high logins from administrative accounts
 Database queries/logins from geographically improbable
locations

– Bypassed by turning off javascript or rendering code

 Unchecked input from web forms
 Not periodically scanning database contents for stored attacks
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PROTECTIVE/PREVENTATIVE MEASURES

POTENTIAL CONSEQUENCES

 Use prepared queries whenever possible
 Escape queries so that it is difficult to inject code within
 Consider the domain of each query and consider using
permissions to restrict table access
 Ensure that customized errors are configured so that no
information is leaked

 Some examples of notable consequences:
–
–
–
–
–
–

Exfiltration of data
Insertion of administrative users
Dropping (deleting) data
Reconfiguring database settings
Deleting or restricting privileged users
Storing payloads for other attacks

– Database management system, version, table names, etc.
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CROSS SITE SCRIPTING (XSS)

CROSS SITE SCRIPTING (XSS)

 Cross Site Scripting

 Cross Site Scripting

– This occurs anytime that an attacker can insert code (javascript) into
a webapp that then reflects changes or executes code on the server.

 Most common example:
– If I can enter <script>alert(“hello”)</script> into a part of the url and
cause a popup window to open in a page, I can craft other malicious
scripts.
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STORED CROSS SITE SCRIPTING (XSS)

REFLECTED CROSS SITE SCRIPTING (XSS)

 Stored attacks are those where the injected script is
permanently stored on the target servers, such as in a database,
in a message forum, visitor log, comment field, etc.
 The victim then retrieves the malicious script from the server
when it requests the stored information. Stored XSS is also
sometimes referred to as Persistent or Type-I XSS.

 Reflected attacks are those where the injected script is
reflected off the web server, such as in an error message, search
result, or any other response that includes some or all of the
input sent to the server as part of the request.
 Reflected attacks are delivered to victims via another route, such
as in an e-mail message, or on some other web site.
 When a user is tricked into clicking on a malicious link,
submitting a specially crafted form, or even just browsing to a
malicious site, the injected code travels to the vulnerable web
site, which reflects the attack back to the user’s browser.
 The browser then executes the code because it came from a
"trusted" server. Reflected XSS is also sometimes referred to as
Non-Persistent or Type-II XSS.
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CROSS SITE REQUEST FORGERY (CSRF)

CROSS SITE REQUEST FORGERY (CSRF)

 Closely related to Cross Site Scripting (XSS) is Cross Site
Request Forgery (CSRF)

 Cross-Site Request Forgery (CSRF) is an attack that forces an
end user to execute unwanted actions on a web application in
which they're currently authenticated.
 CSRF attacks specifically target state-changing requests, not
theft of data, since the attacker has no way to see the response
to the forged request.
 With a little help of social engineering (such as sending a link via
email or chat), an attacker may trick the users of a web
application into executing actions of the attacker's choosing.
 If the victim is a normal user, a successful CSRF attack can force
the user to perform state changing requests like transferring
funds, changing their email address, and so forth.
 If the victim is an administrative account, CSRF can compromise
the entire web application.
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COOKIE THEFT: SESSION HIJACKING

COOKIE THEFT: HOW TO DO IT

 XSS can also be used for cookie theft, which opens up a new
host of vulnerabilities.

1. The attacker creates a PHP script and uploades it to a
webhosting site.

 After an authentication is completed , A webserver hands the
browser a session token which is used because a webserver
needs a way to recognize between different connections, If a
hacker could capture your session token then it's a cakewalk for
the hacker to hack into your gmail, facebook or any other
account.

2. The attacker then asks the victim to visit that particular link
containing the PHP code.
3. Once the victim visits it his/her authentication cookie is saved
in a .txt file.

 A session hijacking attack is basically an act of capturing session
token and injecting it into your own browser to gain acess to
victims account.
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4. Next the attacker uses a cookieinjector or a cookie editor,
There are lots of firefox addons, google chrome extensions to
do the work for you.

COOKIE THEFT: HOW TO DO IT

COMMON VULNERABILITIES

5. The attacker replaces
his own cookies with the
victims cookies as a result
of which the victims
session is hijacked

 Invalidated user input
 Client side only validation
 Utilizing unchecked references from other webpages
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POTENTIAL INDICATORS

PREVENTATIVE/PROTECTIVE MEASURES

 Invalidated user input
 Unexpected JavaScript windows

 Never Insert Untrusted Data Except in Allowed Locations
 HTML Escape Before Inserting Untrusted Data into HTML
Element Content
 Attribute Escape Before Inserting Untrusted Data into HTML
Common Attributes
 JavaScript Escape Before Inserting Untrusted Data into
JavaScript Data Values
 CSS Escape And Strictly Validate Before Inserting Untrusted
Data into HTML Style Property Values
 URL Escape Before Inserting Untrusted Data into HTML URL
Parameter Values
 Sanitize HTML Markup with a Library Designed for the Job
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POTENTIAL CONSEQUENCES

CROSS SITE SCRIPTING: A RECENT EXAMPLE

 The consequences are the same regardless of stored or
reflected (or DOM Based).
 Do not be fooled into thinking that a “read only” or “brochureware”
site is not vulnerable to serious reflected XSS attacks.
 XSS can cause a variety of problems for the end user that range
in severity from an annoyance to complete account compromise.
 The most severe XSS attacks involve disclosure of the user’s
session cookie, allowing an attacker to hijack the user’s session
and take over the account.
 Other damaging attacks include the disclosure of end user files,
installation of Trojan horse programs, redirect the user to some
other page or site, or modify presentation of content.

 Unable to breach the computer network at a big oil company,
hackers infected with malware the online menu of a Chinese
restaurant that was popular with employees.
 When the workers browsed the menu, they inadvertently
downloaded code that gave the attackers a foothold in the
business’s vast computer network.
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PROTECTIVE MEASURES
 Cryptography
– Types of cryptography

2.2 PROTECTIVE MEASURES
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 Public Key Infrastructure
 SSL & TLS
 Certificates
 Private Key Infrastructure
 VPN
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THE 5 W’S

CRYPTOGRAPHY

 Who uses encryption: Anyone that wants to secure their data
 What is encryption: the process of obscuring data, changing it
from plaintext into ciphertext
 Where is encryption used: Encryption can be used to encrypt
documents, emails, removable media, entire hard drives
(WinMagic), and more
 When is encryption used: when it needs to protect proprietary or
sensitive data
 Why is encryption used: to help ensure that data is only read by
the intended party (think OPM)

 Cryptography is the art and science of secret writing,
encrypting, or hiding of information from all but the intended
recipient
 Cryptanalysis is the process of attempting to break a
cryptographic system and return the encrypted message to its
original form
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BASIC DEFINITIONS

SYMMETRIC ENCRYPTION

 Encryption – A process of turning plaintext into ciphertext
• C=E(P)

 Cipher – a cryptographic algorithm
 Algorithm – a step-by-step, recursive computational procedure
 Key – a sequence of characters or bits used by an algorithm to encrypt
or decrypt a message
 Plaintext – a piece of data that is not encrypted
 Ciphertext – the output of an encryption algorithm
 Decryption: reversing the encryption process. Take ciphertext, pass it
through a decryption function or algorithm, and receive the plaintext.

 Older, simpler method of encrypting information
 Both the sender and the receiver of the message have the same
key (the shared secret principle)
– Caesar Cipher

 A key is involved in symmetric encryption, so there must be a
mechanism for key management

• P=D(C).
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CAESAR CIPHER

CAESAR CIPHER

 One of the simplest and most widely known encryption
techniques.
 Substitution cipher

 Encode the phrase CyberCourse
with an n-shift of 3.

– Each letter in the plaintext is replaced
by a letter some fixed number of
positions down the alphabet

 In the example below, the word “Encryption” is encoded with an
n-shift of 6.
E

N

C

R

Y

P

T

I

O

N

K

T

I

X

E

V

Z

O

U

T

A B C D E F G H I J K L M N O P Q R S T U V WX Y Z

C

Y

B

E

R

C

O

U

R

S

E

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
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CAESAR CIPHER

CAESAR CIPHER EXAMPLE

 Encode the phrase CyberCourse with an n-shift of 3.
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– This means that the encryption of letter x is by a shift of k.

26



– This means that the decryption of letter x is by shift backward of k.

A B C D E F G H I J K L M N O P Q R S T U V WX Y Z

 Using the following:
– Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
– Cipher: BCDEFGHIJKLMNOPQRSTUVWXYZA

C

Y

B

E

R

C

O

U

R

S

E

F

B

E

H

U

F

R

X

U

V

H

 Change this encrypted phrase to plaintext
– dzcfs bobmztjt dpvstf
– cyber analysis course
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CAESAR CIPHER EXAMPLE
 Change this plaintext to an encrypted phrase using k=13
– Cyber analysis course
 Plaintext: ABCDEFGHIJKLMNOPQRSTUVWXYZ
 Cipher:
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SYMMETRIC ENCRYPTION SUMMARY
 Strengths:
– Comparatively fast
– Have few computational requirements

 Weaknesses:
– Both parties must have a key that
matches the other key exactly
– Simple keys can quickly be bruteforced
– Secure key exchange can be an issue
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DATA ENCRYPTION STANDARD (DES)

3DES

 Developed in 1973 by IBM, adopted as a federal standard in
1976

 A variant of DES

–
–
–
–

Block cipher (block size is 64 bits)
Symmetric cryptosystem
Encrypts 64 bit data blocks using a 56-bit key length
Performs a substitution and permutation (a form of transposition)
based on the key 16 times on every 64 bit block

 Common encryption standard for 20 years, but modern
computing power has made the key breakable
 NIST now certifies Advanced Encryption Standard (AES) to
replace DES
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– Uses either two or three keys
– Multiple encryption – goes
through the DES algorithm
three times

 3DES is stronger than DES
but has similar weakness
 The longer key length makes
it more resistant to brute
force attacks
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ADVANCED ENCRYPTION STANDARD (AES)

ADVANCED ENCRYPTION STANDARD (AES)

 AES is a block cipher that separates data input into 128-bit blocks

 A simple way to use AES in your daily work is to encrypt a word
document with a password.

– Can also be configured to use blocks of 192 or 256 bits

 AES can have key sizes of 128, 192, and 256 bits, with the size of the
key affecting the number of rounds used in the algorithm
– Longer key versions are known as AES-192 and AES-256, respectively

 No efficient attacks currently exist against AES
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ADVANCED ENCRYPTION STANDARD (AES)

ADVANCED ENCRYPTION STANDARD (AES)

 Click on File and Save As

 Go back to File and Select Info
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ADVANCED ENCRYPTION STANDARD (AES)

ADVANCED ENCRYPTION STANDARD (AES)

 Under "Protect Document" select "Encrypt with Password"

 Once you enter a password twice, you have now done perhaps the
easiest method of AES 265 encryption.
 HOWEVER, you have another problem. You still need to be able to
communicate the password to another person in a secure way, ideally
on a separate channel from the document itself.
 One way to do this would be to use Asymmetric or Public Key
Encryption
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ASYMMETRIC ENCRYPTION

ASYMMETRIC ENCRYPTION

 Also known as public key cryptography

 It typically works by using cryptographic algorithms
 A common method relies on the difficulty of factoring large
numbers
 Uses one key for encryption, and another for decryption
 Applications of PKE
– Encryption of short messages
• like keys
– Authentication

 The system uses a pair of keys:
– A private key that is kept secret
– A public key that can be sent to anyone

 Uses asymmetric key algorithms
– The key used by one party to encrypt or
decrypt data is not the same as the key
used by another in the counterpart
operation
– Each user has a pair of cryptographic
keys, a public encryption key and a
private decryption key.

• through digital signatures

 Computers can easily multiply very large primes with hundreds
or thousands of digits but cannot easily factor the product

 Security relies upon resistance to
deducing one key, given the other
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ASYMMETRIC ENCRYPTION SUMMARY

PUBLIC KEY ENCRYPTION

 Creates the possibility of digital signatures and corrects the main
weakness of symmetric cryptography

 PKE can be used for both encryption and authentication

– A digital signature verifies the authenticity of a digital message or
document

 Digital signatures enable faster and more efficient exchange of
all kinds of documents
 Ability to send messages securely without senders and receivers
having had prior contact
PKE for Encryption
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DIFFIE-HELLMAN KEY EXCHANGE
 Diffie-Hellman Key exchange (D-H) is a method of securely exchanging
cryptographic keys over public channels.
 Allows two parties that have no prior knowledge of each other to jointly
establish a shared secret key over an insecure channel.
 This key exchange involves multiplicative group of integers modulo p, where p
is prime, and g is a primitive root modulo p,
•Alice and Bob agree to use a modulus p = 23 and base g = 5 (which is a primitive root
modulo 23).
•Alice chooses a secret integer a = 6, then sends Bob A = ga mod p
•A = 56 mod 23 = 8
•Bob chooses a secret integer b = 15, then sends Alice B = gb mod p
•B = 515 mod 23 = 19
•Alice computes s = Ba mod p
•s = 196 mod 23 = 2
•Bob computes s = Ab mod p
•s = 815 mod 23 = 2

 But… for the sake of simplicity, let’s explain this with colors:
179
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DIFFIE-HELLMAN KEY EXCHANGE
 Alice and Bob agree on a starting color, Yellow (doesn’t
need to be kept secret)

 They each select a secret color (Alice: Red, Bob: Aqua),
which they keep to themselves.
 The important part is when Alice and Bob now mix the
secret color together with their shared color (Orange and
Blue)
 Alice and Bob then publically mix colors, so that Alice has
blue and Bob has orange.
 They now mix their newly received color with their
previously picked private color (Alice: Red, Bob: Aqua),
and they end up with the same brown color, which is
identical to their partner’s color mix.
 If another party had been listening in on the exchange, it is
computationally difficult for that person to determine the
common secret color
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REAL WORLD EXAMPLE

REAL WORLD EXAMPLE

 Secure communications in practice are most often done with a
combination of Asymmetric and Symmetric encryption

 Where is this used? Well, pretty much everywhere that requires
a secure digital communication:

 Diffie-Hellman is used by two parties with differing levels of trust
to establish a conversation
 One or both of those parties may request a certificate or public
key from a third party to verify the identity of the other

– Websites, such as your bank, Amazon, or Google (SSL/TLS)
– Secure Terminal Logins (SSH, RDP)
– Virtual Private Networks (VPN via IPsec, OpenVPN, etc)

 Asymmetric encryption is used to decide on a symmetric key
which then can be used to facilitate faster secure communication
throughout the session
 This symmetric key may have other desirable qualities, such as
perfect forward secrecy, that would not have been possible with
Asymmetric encryption alone
181
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A SIMPLIFIED VERSION

A SIMPLIFIED VERSION

Imagine your private/public key pair as a master lock and key set.

Imagine your private/public key pair as a master lock and key set.

 Your public key is like the padlock itself -- you may have more
than one padlock that opens with the same key

 You can now give copies of your padlock to anyone who might
want to send you a secret someday

 Your private key is like the key that opens all those padlocks

 The padlock is perfectly safe and anything that anyone locks
with it can only be opened by you
 You must protect your key to ensure this system continues to
work
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A SIMPLIFIED VERSION
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A SIMPLIFIED VERSION
 If Bob wants to send a one time message to Alice, he can take
one of her "locks" (public key) and lock his message in the
envelope
 No one can open the message but Alice
 Bob might also send one of his locks for Alice to send a message
back
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A SIMPLIFIED VERSION

PRIVATE KEY PROTECTION

 To exchange a shared key, Bob would take Alice's lock,
lock an envelope with one of his open locks and a request
for a shared key inside
 Alice, recieving this message, would send a shared lock
(with combination) back to Bob in an envelope locked with
the lock he sent her
 They would then be able to send messages back and forth
with the same lock for as long as needed
 When their private conversation was over, they could throw
out the shared lock

 Authentication should be required before the key can be used
 The key size should provide the necessary level of protection for
the environment
 The lifetime of the key should correspond with how often it is
used and sensitivity level of data
 The key should be changed at end of lifetime
 Key should be properly destroyed at end of lifetime
 The key should never be exposed in clear text
 No copies of the private key should be made
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PRIVATE KEY PROTECTION (CONT’D)

PRIVATE KEY PROTECTION (CONT’D)

 The key should not be shared

 Remember, always: the key is only as safe as the habits and/or
policies of whoever possess it:

 The key should be stored securely
 The key should be transported securely
 Software implementations that store and use the key should be
evaluated to ensure they provide the necessary level of
protection
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SIGNING A KEY

PUBLIC KEY INFRASTRUCTURE (PKI)

 Key signing refers to digitally signing someone else's public key
using your own.
 It’s how you build the Web of Trust
– establishes the authenticity of the binding between a public
key and its owner.
– If somebody we trust signed Susan’s certificate, then we can
trust the certificate that Susan signed.
– Building these chains of trusted people allows us to verify that
a certificate is legitimate.
 When you add a signature to a public key, you are vouching for
the authenticity of that key

 Manages the sharing of trust using a third party to vouch for the
trustworthiness of a claim of ownership over a credential
document, called a certificate
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 PKI is made up of hardware, applications, policies, services,
programming interfaces, cryptographic algorithms, protocols,
users, and utilities
 Facilitates the use of public key cryptography, and symmetric
keys for digital signatures, data encryption, and integrity
 PKI environments use entities called registration authorities
(RAs) and certificate authorities (CAs)
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CERTIFICATES

CERTIFICATE AUTHORITIES (CA)

 A certificate is a digitally-signed statement that binds a public key
to some identifying information.
 It’s the marriage of a name and a key
 It’s like any other id – driver’s license, passport, etc.
– Anything that binds together rights and identity
– The signer of the certificate is called its issuer.
– The entity talked about in the certificate is the subject of the
certificate.

 A certificate authority (CA) is a trusted authority that certifies identities
and creates digital certificates
 CAs guarantee the connection between a key and another CA or an
“end entity”
 Digital certificates establish an association between the subject’s
identity and a public key
 Certification practices statement (CPS) outlines how identities are
verified
 Certificate server is the service that issues certificates
– Constructs the digital certificate and combines the user’s public key
with the resulting certificate
– The certificate is digitally signed with the CA’s private key
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PUBLIC CERTIFICATE AUTHORITIES

REGISTRATION AUTHORITIES (RA)

 Public CAs are already established and being used by many
other individuals and companies

 A PKI component that accepts a request for a digital certificate
and performs the steps of registering and authenticating the
person requesting the certificate
 The authentication requirements differ depending on the type of
certificate being requested
 Most CAs offer a series of classes of certificates with increasing
trust by class
 If an application creates a key store that can be accessed by
other applications, it will provide a standardized interface, called
the application programming interface (API)

– Specialize in verifying individual identities and creating and
maintaining their certificates
– Issue certificates that are not bound to specific companies or
departments

 Some examples of public CAs are:
–
–
–
–
–
–

VeriSign
GoDaddy
Symantec
Digisert
Entrust
Comodo
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DIGITAL CERTIFICATES

RENEWAL

 A digital certificate binds an individual’s
identity to a public key

 If the certificate has not been revoked, the original keys and
certificate are used to provide authentication for renewal

– Contains all information a receiver needs to
be
assured of the identity of the public key
owner

 The certificate itself has its own lifetime,
which can be different from the key pair’s
lifetime

 New certificate
– If the certificate just expired a new certificate can be generated with
new validity dates
– If the functionality needs to be expanded or restricted, a new
certificate is generated

– Lifetime is specified by the validity dates
inserted into the digital certificate
– The certificate cannot be used before the
start date, nor after the end date
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REVOCATION

ACTIVITY – CERTIFICATE INSPECTION

 A certificate can be revoked when its validity needs to be ended
before its actual expiration date is met

1.
2.
3.
4.
5.

– Happens if a private key has been compromised or the holder of the
certificate is no longer with the organization

 Once revoked, a certificate cannot be reinstated
 The CA provides this type of protection by maintaining a
certificate revocation list (CRL)

Open your web browser and visit: https://facebook.com
Click the lock beside the URL
Click More Information…
Click View Certificate
Under the Issued to:
a)
b)
c)

What is the Common Name of the certificate?
What is the Organization?
What is the Organizational Unit?

6. When does the certificate expire?
7. Who is the issuer?
8. What are some of the subject key alternative names?
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CERTIFICATE-BASED THREATS

CERTIFICATE LIFECYCLES

 Certificates bring much capability to security through practical
management of trust however they also can present threats

 Keys and certificates should have lifetime settings that force the
user to register for a new certificate after a certain amount of
time
 Determining the proper length of these lifetimes:

 Much of the actual work is done without direct user involvement
 Can create a false sense of security.
 If an HTTPS connection is compromised…
– Spoofing, phishing, pharming, and a wide range of sophisticated
attacks are possible

– Shorter lifetimes limit the ability of attackers to crack them
– Longer lifetimes lower system overhead
– More-sophisticated PKI implementations perform automated and
transparent key updates to avoid having users register for new
certificates when old ones expire

 Certificate management involves
– Registration, certificate and key generation, renewal, and
revocation. Additional management functions include CRL
distribution, certificate suspension, and key destruction
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PRIVATE KEY PROTECTION

PRIVATE KEY PROTECTION (CONT’D)

 The key size should provide the necessary level of protection for
the environment

 The key should not be shared
 The key should be stored securely

 The lifetime of the key should correspond with how often it is
used and sensitivity level of data

 Authentication should be required before the key can be used

 The key should be changed at end of lifetime

 The key should be transported securely

 Key should be properly destroyed at end of lifetime

 Software implementations that store and use the key should be
evaluated to ensure they provide the necessary level of
protection

 The key should never be exposed in clear text
 No copies of the private key should be made
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REMOTE ACCESS

REMOTE ACCESS

 Remote access is the ability to get access to a computer or a
network from a remote distance. In corporations, people at
branch offices, telecommuters, and people who are travelling
may need access to the corporation's network.

 Implemented without security in mind and/or without proper
network segmentation, remote access has multiple dangers:
– Exposing interfaces to attackers on the internet
– Exposing sensitive data, networks, and devices to the vulnerabilities
of the home computer.
– Often VPNs can be connected to through consumer devices such as
cell phones, iPads, etc., which were not designed with enterprise
security in mind.
– It may be easier for an attacker to target a user’s personal devices
than corporate devices and then gain access to significant resources
via remote access channels.

 May be implemented via:
– VPN
– SSH
– TeamViewer/Citrix, etc.
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PROTOCOLS – SSL & TLS

VIRTUAL PRIVATE NETWORK

 Secure Sockets Layer (SSL) – Helps transfer private data over
http. Data is encrypted using a shared key, which is sent from
the client to the server using the server’s public key. URLs that
require SSL begin with HTTPS
 Transport Layer Security (TLS): The successor to SSL. This
protocol works over any bidirectional stream of bytes, not just
internet-based sockets.

Virtual Private Networks uses encryption and
authentication in the lower protocol layers to provide a
secure connection through an otherwise insecure network,
typically the Internet.
 IPSec VPN
– primarily gateway-to-gateway access
– Often requires fat client

 SSL VPN
– designed for remote access from a user to a server
– often uses a browser
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TYPES OF VPN
 Link Encryption
– Entire packet encrypted – including address information
– lots of switches  lots of keys
– decryption occurs at each switch
• vulnerability: plaintext visible at each switch

2.3 WRAP-UP

 End-to-End Encryption
– Leaves the IP header in the clear (Only encrypts the data, and
leaves the address information plainly visible)
– Provides some level of authentication because users share
key
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DAY 2 EVALUATIONS
 Please complete Day 2 evaluations and hand in to any of the
instructors upon completion.
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