Introduction to Cyber Analysis Course

April 1‐4, 2019

LOGISTICS

DAY 1 – APRIL 1, 2019

 Badges
 Restrooms
 Lunch break

CYBER ANALYSIS
TRAINING COURSE

– Daily 11:30am-1:00pm

 Snacks
– Coffee provided

 Wireless access

Day 1

2

COURSE MATERIALS

CYBER ANALYSIS COURSE NOTE

 Agenda
 Training Course Materials
 Resources
– All found on: http://coar.risc.anl.gov/resources/

 These computers in front of you are being monitored by Argonne’s Cyber
Security Program Office.
– As such, please make sure you are utilizing a Suitable for Work search
query in all activities.
 This network that we are utilizing is considered a hostile network.
– We recommend you check your work email or any other personal
information from a personal device or laptop. We are happy to get you set
up on the wireless internet.
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INTRODUCTIONS

PRE-TEST

 Name and Organization

 The pre-test is letting the instructors know where you sit
with some of the basic concepts for the week.
 A post test will be administered on Friday to see knowledge
gained.

 Fun fact
 What do you expect to get out of this course?
 Any topics within the Cyber Realm that you hope get explained or talked to this
week?
– Not everything will be able to be discussed during the course but the
instructors are available all week.
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 You will have about 10-15 minutes to complete this. When
you are done, turn it over and someone will come through
and grab it.
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DAY 1: AGENDA
1.1 Introduction to Computers and the Internet
1.2 Networking 101

1.1 INTRODUCTION TO COMPUTERS
AND THE INTERNET

1.3 Wrap-Up
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INTRODUCTION TO COMPUTERS & THE
INTERNET
 Introduction to Computers
–
–
–
–
–
–
–
–
–
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INTRODUCTION TO COMPUTERS
 Most people use computers every day, but view them almost as
a sort of magic.
 As analysts or other cyber professionals, it is important to know
how some of this “magic” works.
 To understand their limitations and vulnerabilities, it helps to
know a bit more about the parts that make up a computer, how
they work, and how they interact.
 This may be well known to some of you, but we want to start
from a common foundation.

Memory
Hard Disks
CPU
Motherboard
Power Supply
BIOS
Operating Systems
Kernel
Applications
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MEMORY

RANDOM ACCESS MEMORY (RAM)

 Computer “Memory” as its generically referred to comes in a
number of different forms
 For our purposes, we’re going to limit our discussion to:

 A memory chip is an integrated circuit
(IC) made of millions of transistors
and capacitors.
 A transistor and a capacitor are paired
to create a memory cell, which
represents a single bit of data.
 The capacitor holds the bit of
information -- a 0 or a 1.
 The transistor acts as a switch that lets
the control circuitry on the memory
chip read the capacitor or change its
state.

– Random Access Memory (RAM)
– Hard drives (both spinning disk and solid state)

 When people talk about memory they are referring to RAM
 When discussing storage hard drives are being referenced
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RANDOM ACCESS MEMORY (CON’T)

HARD DISK DRIVES (HDD)

 RAM is where currently running programs and currently used
data are stored (“data in process”)
 RAM is volatile. When powered down, the contents of memory
are lost.
 There are non-volatile types of RAM, but they are not common
(NVRAM)
 In some cases, memory CAN BE forensically recovered from
active memory.

 Hard Disks became known as such to distinguish them from
"floppy disks."
 Hard Disks generally come in two types:
– Traditional “spinning” disks.
– Solid State Media

– So-called “cold boot” attacks rely on the data remanence property of
DRAM and SRAM to retrieve memory contents that remain readable
in the seconds to minutes after power has been removed.
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HARD DISKS – SPINNING DISKS
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HARD DISKS – SPINNING DISKS

 Use one or more rigid ("hard") rapidly rotating disks (platters)
 Disks are coated with magnetic material.
 Platters are paired with magnetic heads arranged on a moving
actuator arm, which reads and writes data to the platter surfaces.
 Data is accessed in a random-access manner, meaning that
individual blocks of data can be stored or retrieved in any order
rather than sequentially.
– Data can be aligned to provide faster access through
a process called defragmentation

 An HDD retains its data even when
powered off.
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HARD DISKS – SPINNING DISKS

HARD DISKS – SOLID STATE DRIVES

 An HDD records data by magnetizing a thin film of ferromagnetic
material on a disk.
 Sequential changes in the direction of magnetization represent
binary data bits.
 The data is read from the disk by detecting the transitions in
magnetization.

 A solid-state drive (SSD) (also known as a solid-state disk
though it contains no actual disk, nor a drive motor to spin a disk)
is a data storage device that uses integrated circuit assemblies
as memory to store data persistently.
 Compared with electromechanical disks, SSDs are typically
more resistant to physical shock, run silently, have lower seek
time, and less latency.
 Most SSDs use NAND-based flash memory, which retains data
without power
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HARD DISKS – FILES AND FILE DELETION

HARD DISKS – FILES AND FILE DELETION

 A file on a file system (on a disk) is typically made up of a series
of pointers that point to the actual data on disk:

 During a typical file deletion, the pointer and links are deleted,
but not the actual data:
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HARD DISKS – SECURE DELETION

CENTRAL PROCESSING UNITS (CPUS)

 The magnetic storage properties of HDDs make secure data
deletion and/or destruction a serious concern.
 It is often possible to recover data forensically from drives even
after writing 0’s over such data.
 The most secure deletion/destruction procedures involve
degaussing and/or physical destruction.

 The Central Processing Unit (CPU) is responsible for interpreting
and executing most of the commands from the computer's
hardware and software.
 The CPU could be considered the "brains" of the computer.

21

22

CPU CACHE

MOTHERBOARD

 A CPU cache is a cache used by the central processing unit
(CPU) of a computer to reduce the average time to access data
from the main memory. The cache is a smaller, faster memory
which stores copies of the data from frequently used main
memory locations.

 A typical desktop computer has its microprocessor, main
memory, and other essential components on the motherboard.
 Motherboards include:
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– sockets (or slots) in which one or more microprocessors are
installed
– slots into which the system's main memory (RAM) is installed
– memory chips containing the system's firmware or BIOS
– a clock generator which produces the system clock signal to
synchronize the various components
– slots for expansion cards
– power connectors

24
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POWER SUPPLY

BASIC INPUT OUTPUT SYSTEM (BIOS)

 The power supply converts the alternating current (AC) line from
your home to the direct current (DC) needed by the personal
computer.
 Power supplies, often referred to as "switching power supplies",
use switcher technology to convert the AC input to lower DC
voltages. The typical voltages supplied are:

 When the CPU starts, it begins executing instructions it finds in
the BIOS.
 The BIOS instructions do things like test the hardware in the
machine, and then it goes to the hard disk to fetch the boot
sector
 This boot sector is another small program, and the BIOS stores it
in RAM after reading it off the disk.
 The CPU then begins executing the boot sector's instructions
from RAM.
 The boot sector program will tell the microprocessor to fetch
something else from the hard disk into RAM, which the CPU then
executes, and so on.

– * 3.3 volts
– * 5 volts
– * 12 volts
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OPERATING SYSTEMS

OPERATING SYSTEMS

 An operating system (OS) is an interface between
hardware and user; it is responsible for the
management and coordination of activities and
the sharing of the limited resources of the
computer.
 The operating system acts as a host for
applications that are run on the machine. As a
host, one of the purposes of an operating system
is to handle the details of the operation of the
hardware. This relieves application programs
from having to manage these details and makes it
easier to write applications.

 Almost all computers, including handheld computers, desktop
computers, supercomputers, and even video game consoles,
use an OS of some type.
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OPERATING SYSTEMS – THE KERNEL

APPLICATION

 In computing, the kernel is the central component of most
computer operating systems.
 Its responsibilities include managing the system's resources (the
communication between hardware and software components).
 As a basic component of an operating system, a kernel provides
the lowest-level abstraction layer for the resources (especially
memory, processors and I/O devices) that application software
must control to perform its function.
 It typically makes these facilities available to application
processes through inter-process communication mechanisms
and system calls.

 Software developed to perform system level functions in an
easy-to-use high level interface
 Very often a graphical user interface (GUI)
 Some Examples
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–
–
–
–
–
–

Internet Explorer
MS Office
Wireshark
Minesweeper
Where in the World is Carmen Sandiego?
Oregon Trail

30
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BASIC SECURITY

FULL DISK ENCRYPTION

 First configuration is to set your boot order, and then password
protect your BIOS settings.
 Consider disabling boot from USB/Removable media drives.
 Make sure to secure the physical machine. “If you can touch the
box you own the box”
 Use encryption on mobile devices or machines that are open to
potentially malicious people.

 Full-disk encryption is encryption at the hardware level. FDE
works by automatically converting data on a hard drive into a
form that cannot be understood by anyone who doesn’t have the
key to “undo” the conversion
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COLD BOOT ATTACKS

PASSWORD BRUTE FORCE

 Most full disk encryption schemes are vulnerable to a cold boot
attack, whereby encryption keys can be stolen by cold-booting a
machine already running an operating system, then dumping the
contents of memory before the data disappears.
 The attack relies on the data
remanence property of computer
memory, whereby data bits can
take up to several minutes to
degrade after power has been
removed.
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INTRODUCTIONS TO COMPUTERS & THE
INTERNET
 History of the Internet
–
–
–
–
–
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 Password brute force
techniques are a fundamental
problem for all types of
encryption
 If you want to use a password
as the (source of) the
encryption key, the password
must have as much entropy
(randomness) as the desired
encryption strength, otherwise
you are vulnerable to offline
brute-forcing.
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HISTORY OF THE INTERNET
 The Internet was NOT made with security in mind.
 The main functions of the Internet were for openness and
sharing.

ARPANET
NSFNET
Commercial ISPs
Creation of WWW
Modern Internet
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GENESIS OF THE INTERNET

GENESIS OF THE INTERNET - ARPANET

 The concept of the internet would not have been possible with
the development of electronic computers in the 1950s.

 ARPANET sent its first message on October 29, 1969 between
Stanford University and UCLA.
• ARPANET would go on to become the first network use of the
Internet Protocol.
• Operational from 1969-1990.
 ARPANET further led to the development of protocols for
internetworking, in which multiple separate networks could be
joined into a network of networks.
 Access to the ARPANET was expanded in 1981 when the
National Science Foundation (NSF) funded the Computer
Science Network (CSNET).

 Department of Defense awarded contracts for packet network
systems, which led to the development of the Advanced
Research Projects Agency Network (ARPANET) in the late
1960s.
 ARPANET was an early packet switching network
– The packet switching concept was developed and designed by
Leonard Kleinrock (UCLA) and Paul Baran (UCLA), Lawrence
Roberts (MIT), and Donald Davies (Imperial College London)
– First network to implement the TCP/IP protocol suite, which was
developed for ARPANET
– Technical foundation for the internet
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LOGICAL MAP OF ARPANET
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MODERN ARCHITECTURE OF INTERNET
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NSFNET AND COMMERCIAL ISPS

CREATION OF THE WORLD WIDE WEB

 In the early 1980s the NSF funded the establishment for national
supercomputing centers at several universities.
– Provided interconnectivity in 1986 with the NSFNET project, which
also created network access to the supercomputer sites in the
United States from research and education organizations.

 Computer Scientist Tim Berners-Lee was responsible for the
creation of the World Wide Web.
 He proposed that protocols could link hypertext documents into a
working system (World Wide Web), marking the beginning the
modern Internet.
 The first successful communication between a Hypertext
Transfer Protocol (HTTP) client and server via the Internet
sometime around mid-November, 1989.
 He also designed the world’s first Web browser
(WorldWideWeb/Nexus) in 1990, and the first Web server
(CERN HTTPd).

 Commercial Internet service providers (ISPs) began to emerge in the
very late 1980s.
 Limited private connections to parts of the Internet by commercial
entities emerged in several American cities by late 1989 and 1990
 NSFNET was decommissioned in 1995, removing the last restrictions
on the use of the Internet to carry commercial traffic.
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THE MODERN INTERNET

INTERNET WRAP-UP

 The modern internet has made way for multiple modes of
communication:

 The Internet is a very useful tool for worldwide collaboration and
information sharing
 Since the Internet is so interconnected, it is very important to
secure any device that contains sensitive information
 Many forms of network compromise can be countered by
following basic security principles.

–
–
–
–
–

Electronic Mail (email)
Instant messaging
Voice over Internet Protocol (VoIP) telephone calls
Two-way interactive video calls
World Wide Web
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NETWORKING 101
–
–
–
–
–

1.2 NETWORKING 101

TCP/IP Model
Internet Architecture
MAC Address
Activity
Wireshark
Activity
Ports
Internet Protocols
- Packets
- Subnetting
- Three-Way Handshake

Activities
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NETWORKING 101

TCP/IP STACK ARCHITECTURE

 Networking is the connection of two or more computers together
for the purposes of sharing information and resources
Application Layer

Transport Layer
Internet Layer
Network Interface Layer
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TCP/IP MODEL
 Transport

 Network Interface Layer
– Used to take a message and encapsulate it within a packet for
transmission (also true for the reverse)

 Internet Layer
– Responsible for the routing of packets from one device to another

– Ensures that transmission is successful
by using mechanisms like packet
numbering to ensure the entire message
is delivered, and in order
– Manages congestion on networks
– Establishes ports as service specific
communications receptacles

Application

Transport

 Application
Application

– User services that provide abstract
functionality on top of underlying
networking functions (FTP, HTTP, etc.)

Internet
Network Interface

Transport
Internet
Network Interface
49
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NETWORKING BASICS

TCP/IP MODEL VS. OSI MODEL

 Networking is needed to connect one or more computers:
Some of you may have heard of the OSI Model instead. Here is quick comparison:

Application
Presentation

Application

Session
Transport

Transport

Network

Internet

– DARPANET
– NSFNET

 Basic requirements to creating a computer network:
–
–
–
–

Two or more computers
Hardware for each computer
A form of transmission medium (cable/fiber/wireless)
Some way of routing the communications

Data Link
Network Interface
Physical
OSI Model

TCP/IP Model
51
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NETWORKING BASICS

EXAMPLE: 2 HOUSE ADDRESSING

 A computer network would have two computers connected by a
single cable
 That cable would allow each computer to transmit a message (or
messages) through a specific piece of hardware called a network
adapter
 There is no routing needed since we are just talking about two
computers

 There are two houses on this street (A and B)
 A wants to send a letter to B but cannot deliver it herself
 She places the message in the mailbox
 The mailman sees that the message is in A’s mailbox and
delivers it to B
 B opens his mailbox and receives the letter

A
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B
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EXAMPLE: BUT WHAT ABOUT 3 HOUSES?

COMMON NETWORK ARCHITECTURES

 If we add an additional house, our example becomes ambiguous

 Local Area Network (LAN) - smaller in terms of size and
geographic coverage, and consists of two or more connected
devices, i.e., home networks and most small office networks

– Consider houses {A,B,C}

 If A places a letter in her mailbox how does the postal worker
know which house to deliver it to?
 The USPS solves this through addresses
– And so, the internet follows suit

A

B

 Wide Area Network (WAN) - larger, covering more geographic
area, and consists of two or more systems in geographically
separated areas connected by any of a variety of methods

C
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MEDIA ACCESS CONTROL (MAC) ADDRESSES
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MAC ADDRESS WITHIN A PC

 A unique identifier assigned to network interfaces for
communications on the physical network segment

So what's a MAC address?
 A MAC address is also known as the hardware address
 The value is assigned by the manufacturer and built into the
network card
 Globally unique number for every Internet accessible "adapter"
 They look like - AA:BB:CC:DD:EE:FF
 The values are in hexadecimal (base 16). Can be 0-9 and A-F.
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MAC ADDRESS WITHIN A MAC
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PORTS
 A port is always associated with an IP address of a host and the
protocol type of communication.
 The port number completes the destination or origination
address.
– http://www.example.com:8080/path

 Consider a port to be like your front door of your home. You allow
people to come in and out through that door only.
– Restricting ports would be if you locked the back door and the windows to
ensure no one can get to those.

59

Argonne National Laboratory

60

10

Introduction to Cyber Analysis Course

COMMON PORTS
Secure Shell is an
encrypted network
protocol.
WHOIS allows the
ability to lookup a
generic domain: anl.gov
Dynamic Host
Configuration Protocol is
a client/server protocol
that automatically
provides an IP host with
an IP address.
LDAP is a directory
service protocol.
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File Transfer Protocol –
transfer computer files
from one host to
another.

Protocol

Port

FTP

20-21

SSH

22

SMTP

25

WHOIS

43

DNS

53

DHCP

67-68

HTTP

80

LDAP

389

HTTPS

443

HTTP Proxy

8080

Simple Mail Transfer
Protocol is the
standard for email
transmission
Domain Name
Service is a naming
system for
computers, services,
or other resources
HTTP is the internet!

PROTOCOLS
 Clients and servers must follow a set of rules called a protocol
which determines
– Packet format
• Permissible requests and responses
• Format of header information and data

– Packet ordering and timing

 Protocol standards are documents that define protocols.
– Internet protocol standards are called Request for Comments
(RFCs).
• http://www.rfc-editor.org/rfcsearch.html

HTTPS is the secure
version of the internet!

A server that receives the requests from your
web browser (www.facebook.com) and then
61
makes the request to the Internet on your behalf.
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PROTOCOLS IN DEPTH

PROTOCOLS – ARP

ARP
IPv4
NAT
IPv6
ICMP
DNS
UDP
TCP
HTTP
HTTPS

 Used to find another system’s MAC address
 ARP is a “phone book” that also maintains address pairings
– When you need to call Bob Jones – you look in your phone book.
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ACTIVITY – FINDING YOUR MAC ADDRESS
UTILIZING ARP
 Open the Command Prompt
 Type: arp -a
 Follow along in your Resource Guide Activities & Demos
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PROTOCOLS IN DEPTH
ARP
IPv4
NAT
IPv6
ICMP
DNS
UDP
TCP
HTTP
HTTPS

66
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PROTOCOLS – IP

PACKETS

 An IP packet, also called a datagram, has two main sections:
the header and the data section (called the payload)
 The header section contains all of the information needed to
describe the packet

 Data transferred over the Internet is done so in one or more
packets.
 The size of a packet is limited, so most data sent over a network
is broken up into multiple packets before being sent out.
 When a packet is transmitted over a network, the routers and
switches examine the packet and its source to help direct it.
 During its transmission, a packet can be dropped. If a packet is
not received, it is sent again.
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PACKETS
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PACKET ROUTING

 Consider a packet to be like a letter:
– The header is like the envelope
– The data area is whatever the person puts inside the envelope

Packets to the same destination do not
necessarily follow the same path.

69

70

ACTIVITY - TRACEROUTE

IPV4 ADDRESSING

1. Open the command prompt
2. Type: tracert google.com

 So what's an IP address?
 Four groups of 3 digit numbers (octets)

a) This may take a minute to complete

3.
4.
5.
6.
7.
8.

How many hops did it take?
Were there any asterisks?
Did anything surprise you?
Run a traceroute to Argonne’s website www.anl.gov
How was this different than the initial traceroute?
Any notable conclusions?

– They look like - aaa.bbb.ccc.ddd

 Has two components: a network portion and a host portion
– Network portion = zip code (general area)
– Host portion = street address (where in the zip code is the thing)

 Each portion of the quad can be a number ranging from 0 to 255
 IP Address Examples:
– 8.8.8.8 OR 123.101.12.97 OR 240.175.23.103

 Follow along in your Resource Guide Activities & Demo
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IP ADDRESSING (IPV4)

SUBNETTING

 32-bit numbers represented as 4 groups of 8 bits each (called
octets) (4x8=32)

 Subnetting is the process that is used to divide those 32 bits in
an IP address into the bits being used for the network ID and the
bits being used for the host ID
 A subnet mask designates the bits being used for the network ID
from the bits being used for the host ID

This is binary code.
We won’t be going
into this in depth.
But you can see
there are 4 groups
of 8 bits (0s or 1s)

 The address space of IPv4 is 232 or 4,294,967,296.

Class A

Network

Host

Host

Subnet Mask

255

0

0

Host
0

Class B

Network

Network

Host

Host

Subnet Mask

255

255

0

0

Class C

Network

Network

Network

Host

Subnet Mask

255

255

255

0

73

74

SUBNETTING

SUBNETTING

 Divide a single address space of 192.168.45.0 into multiple
networks as follows:

 But what if the subnet mask provided was: 255.255.255.224?

– What Class is this IP address space considered?
• Class C

– What is the default subnet mask?
• The default subnet mask is 255.255.255.0
• 24 bits designates the network ID and 8 bits the host ID.

– What is the total number of hosts for this network?
• 254 (28 – 2)
• The subtracted 2 are reserved addresses for broadcast and subnet
network addresses.

– The first 3 bits from the last octet are being “borrowed” for the
Network ID.
– The Network ID now 27 bits. (24+3)
– Which leaves 5 bits as the Host ID. (8-3)

 Using the same math as before (but subbing in 5 bits instead of
8 bits), how many hosts are available?
– 25 – 2 = 32 – 2 = 30
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RESERVED ADDRESSES

LACK OF IPV4 ADDRESSES

 Remember when we found the total number of hosts, we had to
subtract 2.
 Two addresses on each subnet are not available to assign as
host addresses:

 As mentioned, IPv4 has a total of 4,294,967,296
 IPv4 address availability is close to depletion

– The “all 0s” address of the host portion is reserved for the subnet
network address
– The “all 1s” address of the host portion is reserved for the broadcast
address of that particular subnet
Subnet Network Address:
10.10.10.0
00001010.00001010.00001010.00000000
Broadcast Address:
10.10.10.255
00001010.00001010.00001010.11111111
77
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– American Registry for Internet Numbers (ARIN) was depleted of IPv4 as of
September 24, 2015
– Only the AFRINIC region has IPv4 available with depletion set for mid 2016

 Causes of address exhaustion
1. Classful addressing that inefficiently allocates addresses due to
inflexible block sizes
• Example: Class A network address assignment allocates to ~16M
addresses to an organization!

2. Increase number of users/devices
• Continued growth of households
• Mobile devices

78
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WIRESHARK
 Wireshark is a software protocol analyzer, or "packet sniffer"
application, used for:

WIRESHARK PROTOCOL ANALYZER

–
–
–
–

Network troubleshooting
Network analysis
Network software and protocol development
Networking education.
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WIRESHARK

WIRESHARK BASICS

 A packet sniffer (also known as a network analyzer or protocol
analyzer) is computer software that can intercept and log data
traffic passing over a data network.
 As data streams travel back and forth over the network, the
sniffer "captures" each protocol data unit (PDU) and can decode
and analyze its content according to the appropriate RFC or
other specifications.
 Wireshark is programmed to recognize the structure of different
network protocols. This enables it to display the encapsulation
and individual fields of a PDU and interpret their meaning.

 When you launch Wireshark, you’ll see something like:

81
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WIRESHARK BASICS

WIRESHARK BASICS

 To start data capture it is first necessary to go to the Capture
menu and select the Options choice. The Options dialog
provides a range of settings and filters which determines which
and how much data traffic is captured.

 First, it is necessary to ensure that Wireshark is set to monitor
the correct interface.
 From the Interface drop down list, select the network adapter in
use. Typically, for a computer this will be the connected Ethernet
Adapter.
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WIRESHARK BASICS

WIRESHARK BASICS

 Then other Options can be set. Among those available in
Capture Options, the two highlighted below are worth
examination.

Promiscuous Mode
 If this feature is NOT checked, only PDUs destined for this
computer will be captured.
 If this feature is checked, all PDUs destined for this computer
AND all those detected by the computer NIC on the same
network segment (i.e., those that "pass by" the NIC but are not
destined for the computer) are captured.
 Note: The capturing of these other PDUs depends on the
intermediary device connecting the end device computers on this
network.
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WIRESHARK BASICS

Name Resolution
 This option allows you to control whether or not Wireshark
translates network addresses (8.8.8.8) found in PDUs into
names (www.google.com). Although this is a useful feature, the
name resolution process may add extra PDUs to your captured
data perhaps distorting the analysis.

 Main Window

Packet List Pane

Packet Details Pane
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WIRESHARK BASICS

WIRESHARK BASICS

 Main Window
– The PDU (or Packet) List Pane at the top of the diagram
displays a summary of each packet captured. By clicking on
packets in this pane, you control what is displayed in the other
two panes.
– The PDU (or Packet) Details Pane in the middle of the
diagram displays the packet selected in the Packet List Pane
in more detail.
– The PDU (or Packet) Bytes Pane Right clicking on a packet
and selecting the packet bytes pane displays the actual data
(in hexadecimal form representing the actual binary) from the
packet selected in the Packet List Pane

Packet List Pane
 Each line in the Packet List corresponds to one PDU or packet of
the captured data.
 If you select a line in this pane, more details will be displayed in
the "Packet Details" and "Packet Bytes" panes.
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WIRESHARK BASICS

WIRESHARK BASICS

Packet Details Pane
 The Packet Details pane shows the current packet (selected in
the "Packet List" pane) in a more detailed form.
 This pane shows the protocols and protocol fields of the selected
packet.
 The protocols and fields of the packet are displayed using a tree,
which can be expanded and collapsed.

Packet Bytes View
 The Packet Bytes pane shows the data of the current packet
(selected in the "Packet List" pane) in what is known as
"hexdump" style.
 When a more in-depth analysis is required this displayed
information is useful for examining the binary values and content
of PDUs.
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WIRESHARK BASICS
PCAP (Packet Capture) Files
 The information captured for the data PDUs can be saved in a
file.
 This file can then be opened in Wireshark for analysis some time
in the future without the need to re-capture the same data traffic
again.
 The information displayed when a capture file is opened is the
same as the original capture.
 When closing a data capture screen or exiting Wireshark you are
prompted to save the captured PDUs.
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PROTOCOLS IN DEPTH

WIRESHARK ACTIVITY
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PROTOCOLS – NAT
 Network Address Translation (NAT) translates private (nonroutable) Internet Protocol (IP) addresses into public (routable)
IP addresses
 Conserves available IPv4 addresses

ARP
IPv4
NAT
IPv6
ICMP
DNS
UDP
TCP
HTTP
HTTPS
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PROTOCOLS – NAT

PROTOCOLS – NAT

 Advantages:

 With NAT, computers on the public Internet see all of your
internal computers as having the same IP address (the public IP
for your router)
 Each time an internal computer makes a new connection to an
outside server, the NAT router allocates a new port number for
this connection, and stores it into its NAT table.
 Any new connection from an outside computer to an internal
computer will fail unless you have previously given instructions to
your NAT router on how to handle them.

– Reduces IP address exhaustion (example illustrates three hosts
using one globally aware IP address)
• With limited IPv4 addresses available, NAT or IPv6 is recommended.

 Limitations:
– Communication (Transmission Communication Protocol [TCP]
connection request) must be initiated by private network
• How much of a real limitation is this?

– Private network cannot operate a server program for clients outside
of its network if using NAT

– For many users this is not a big problem, as they don’t run any
servers on their internal network accessible to the public Internet.
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IPV6
 IPv6 uses a 128-bit address, allowing 2128, or approximately
3.4×1038 addresses
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– More than 7.9×1028 times as many as IPv4, which uses 32-bit addresses
and provides approximately 4.3 billion addresses

 The two protocols were not designed to be interoperable,
complicating the transition to IPv6
 IPv6 permits hierarchical address allocation methods that
facilitate route aggregation across the Internet, and thus limit the
expansion of routing tables
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IPV4 VS. IPV6 SUMMARY
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IPV4 VS. IPV6 - NAT
 NAT was never meant to be used as a security feature.
– However, it so happens that in most cases (not all), when a machine has
access to the Internet via NAT only, the machine is somehow "protected".
– It is as if the NAT system was also, inherently, a firewall.
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IPV4 VS. IPV6 - NAT

 How it works:
• An IP packet has a source and a destination address. Each router,
upon seeing the destination address, decides to which subsequent
router the packet shall be sent.
• When a router implements NAT, it forwards outgoing packets under
a guise; namely, the packets bear as source address to router's
external IP, not the actual source. For incoming packets, the router
does the reverse operation. The TCP/UDP port numbers are used
to know to what internal host the packets relate.
• However, from the point of view of the router, the internal hosts
have (private) IP addresses which are directly reachable. NAT is for
communications between the internal hosts and
machines beyond the router.
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IPV4 VS. IPV6 - NAT

IPV4 VS. IPV6 - NAT

 The "firewall effect" is the following:

• An incoming packet may come with HomeRouter's address as
destination, and targeting a port which HomeRouter knows to
be associated with an outgoing connection from Inner to
somewhere on the Internet. This works only for a connection
which was initiated by the NAT’d computer, and this implies that
the port will not match that of the server which runs on the
NAT’d computer.
• An IP packet contains the NAT’d computer’s private IP address
as destination and is somehow brought to the attention of
HomeRouter. But ISPRouter does not know Inner's private IP,
and would not forward an IP packet meant for that address to
HomeRouter.

– Even if a NAT’d computer has an open port (it runs a remotely reachable
service, e.g. a local Web server on port 80), people from "the Internet" will
not be able to connect to it.
– The reason is the following:
• There are two ways by which an IP packet may be transferred by HomeRouter to
Inner.
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IPV4 VS. IPV6 - NAT

 Attackers view of the connected home with IPv4:

 Attackers view of the connected home with IPv6:
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EXTERNAL V. INTERNAL IP ADDRESS

ACTIVITY – INTERNAL IP ADDRESS

 The external IP address is the public address that your Internet
Service Provider (ISP) assigns you when you connect to the
Internet.

IPCONFIG

– When you request a webpage, your router issues the request using
the external IP address that has been assigned by your ISP

 The internal IP address is local to you and is assigned by your
router.
– This is hidden from the outside and used only inside your private
network.

1.
2.
3.
4.

Go to Start-> Run and type in cmd.exe
Type in: ipconfig
Write down your IP address
Write down your Netmask
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ACTIVITY – EXTERNAL IP ADDRESS
whatsmyIP
1.
2.
3.
4.

Open your browser
Go to: www.google.com
Type: “What’s my IP” into the search box.
Is this IP address different than the one you saw before? Give
a possible reason for any differences
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PROTOCOLS – ICMP

ACTIVITY - PING

Internet Control Message Protocol (ICMP)

1.
2.
3.
4.
5.

 A control and information protocol used by network devices to
determine a remote network’s availability, the length of time to
reach a remote network, and the best route for packets to take
 Packets are very small and connectionless--thousands of ICMP
packets can be generated by a single system in a very short
period of time
 Attackers can trick many systems into generating thousands of
ICMP packets with a common destination—the attacker’s target
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Open the command prompt
Type: ping www.google.com
Wait for the ping to finish
Type: ping 8.8.8.8
Based on the statistics of the two pings what can you tell?
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PROTOCOLS – DNS
 Domain Name Service (DNS) translates domain names into IP
addresses
 Looks in local records first, then queries a higher-level domain
server
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– Think of this as the operator or 411.
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PROTOCOLS – DNS

ACTIVITY – DNS WHOIS

 DNS is a naming system for computers, services, or any
resource connected to the internet or a private network.
 Its basic job is to turn a user-friendly domain name into an IP
Address, like 172.16.10.156, that computers use to identify each
other on the network.

1.
2.
3.

– Example: www.google.com  8.8.8.8

 How it works:

4.

Open your browser window
Navigate to http://whois.icann.org
Type in the hostname of one of your favorite websites into the
search box.
Try to find some pertinent information about the domain owner
or technical contact.

– Computers and other network devices on the Internet use an IP
address to route your request to the site you're trying to reach.
– These requests are sent to a DNS server to lookup the domain you
are trying to access, this process is called DNS name resolution.
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UDP AND TCP
 Runs on top of the IP network protocol
 User Datagram Protocol (UDP)
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– “Connectionless” protocol -- no guarantee of packet delivery
– An unreliable protocol used for network services that are not
affected by lost or dropped packets

 Transmission Communication Protocol (TCP)
– “Connection-oriented” protocol designed to provide a reliable
connection between two hosts exchanging data
– Ensures that packets are processed in the same order in which they
were sent -- each packet has a sequence number to show where
that packet fits into the overall conversation
– This protocol is reliable because the sender will receive
confirmations when the packets have been received
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EXAMPLES OF TCP / UDP
TCP
 Web
 SSH
 SMTP
 IMAP/POP

UDP
 VoIP
 Media streaming
 Gaming
 Tunneling

April 1‐4, 2019

THREE-WAY HANDSHAKE - TCP
 The “guaranteed and reliable” aspect of the TCP protocol.
 As part of the connection, TCP requires that systems follow a
specific pattern when establishing communications
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SYN, SYN/ACK, ACK
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LET’S COMPARE TO REAL WORLD EXAMPLE

• Synchronize: (SYN) The originating host (client) sends a SYN
packet to the destination host (server). The SYN packet tells
the server what port the client wants to connect to and the initial
packet sequence number of the client.
• Synchronize/Acknowledge: (SYN/ACK) The server sends a
SYN/ACK packet back to the client. This tells the client “I
received your request” and also contains the server’s initial
packet sequence number.
• Acknowledge: (ACK) The client responds to the server with an
ACK packet to complete the connection establishment process.

SYN: Hi, I’m looking for Susie.

SYN/ACK: This is Susie!

ACK: Hi Susie, this is Bob.
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HOW THIS EXAMPLE WOULD LIKE WITH UDP

Hi, I’m looking for Susie
This is Barb, please hold
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ACTIVITY - NETSTAT
1.
2.
3.
4.

Susie, I’m Bob.
This is Barb, please hold.
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5.
6.

Open the command prompt
Type: netstat
How many connections do you currently
have?
Open a new browser window and connect to
a website
Run netstat again and compare the results
Finally, run: netstat –a to see all your
connections
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PROTOCOLS – HTTP & HTTPS
 Hypertext Transfer Protocol (HTTP): The foundation of data
communication for the World Wide Web. HTTP functions as a
request-response protocol in the client-server computing model.
 Hypertext Transfer Protocol Secure (HTTPS): Ensures secure
communication over a computer network. This protocol consists
of communication over HTTP within a connection, encrypted by
TLS or its predecessor, SSL. HTTPS provides bidirectional
encryption of communications between a client and server.
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INTRANET V. INTERNET
 Intranet - A “private” network that is accessible only to
authorized users. Many large corporations host an intranet to
facilitate information sharing within their organization
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 Internet - “The global network” connecting hundreds of millions
of systems and users
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FIREWALLS

TYPES OF FIREWALLS

 Logical constructs that can regulate traffic based on a set of
rules.
 Types of firewalls:

 Packet filtering

– Hardware Based
– Software Based
– [Deep] Packet Inspection

 Stateful Filtering
– Temporarily store packets to “understand” if a transmission could be
malicious

 Some common firewalls
–
–
–
–

– Filters packets based on packet attributes {protocol, source, IP
address(es), etc.}
– Can be a very effective first measure, but they are easily tricked

 Application Layer (Next-Gen Firewall)

Barracuda
Cisco ASA
Windows ISA
Windows firewall

– Use the characteristics of the protocol being used to detect
malicious packets
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CONCERNS WITH FIREWALLS
 Firewalls are an excellent means to prevent malicious
communication both inbound and outbound
 The are still a tool that needs to be configured properly
 Default firewall configurations can be looked up in the user
manual and easily bypassed in most cases
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1.3 WRAP-UP
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DAY 1 EVALUATIONS
 Please complete your Day 1 Evaluations online prior to leaving.
 Please be honest, the only way we can make things better is if
you tell us how to make it better in a constructive feedback form.

135

Argonne National Laboratory

23

